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Abstract — A quantum identification scheme includ-
ing registration and identification phases is proposed. The
users’ passwords are transmitted by qubit string and
recorded as a set of quantum operators. The security of the
proposed scheme is guaranteed by the no-cloning theorem.
Based on photon phase modulation, an experimental ap-
proach is also designed to implement our proposed scheme.
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I. Introduction

Quantum cryptography™ is a field of study which com-
bines quantum and information theories. Since the first quan-
tum key distribution protocol-BB84 protocol[2] was presented
by the C.H.Bennett and G.Brassard, many advanced topics
in quantum cryptography have been put forward in recent
years, including enhanced sights into the basic theoryla], quan-
tum key mana.gement['”, quantum secret sharingls], quantum
authentication®], quantum-bit commitment'”, In contrast to
the classical cryptography, which is only relatively secure,
quantum cryptography shows absolute security due to its in-
trinsic quantum characters®™%. In particular, Quantum key
distribution (QKD) attracts lots of attention from both aca-
demic and commercial societies because of its unconditional
security and more possibility of implementation.

Experiments on quantum key distribution may be imple-
mented through two quantum channels: free space and optic
fiber.
on a BB84 based free space quantum cryptography system
over 23.4km in 2002. The research group leaded by professor
N.Gisin in Geneva university designed auto-compensating plug
& play system!*' over the installed optic fiber in 2002, and the
keys were exchanged over a distance of 67km. Many papers
on quantum identification systemm'm were published. In
this paper, a quantum identification scheme to dynamically
build the users’ database according to the password and the
identity card of the legitimate user is presented. The security
of the scheme is guaranteed by the no-cloning theorem of the
unknown quantum state.

M.Halder in Ludwig-Maximilians-University reported
[10]

A new quantum identification scheme is introduced in de-

tail in Section 1I. The proposed scheme includes a registration
phase, an identification phase. In Section III, we discuss the
security of the proposed scheme. In Section IV, the experi-
mental system based on photon phase modulation is set up in
order to carry out this quantum identification scheme. Con-
clusions are drawn in Section V.

II. Description of the Proposed Quantum
Identification Scheme

In the proposed scheme, U* denotes the k-th user, IS
the identification system. The proposed scheme includes a
registry phase and an identification phase. During the reg
istry phase, the identification system dynamically builds
users’ information in the users’ database after it receives t
uses’ registry requests. In the identification phase, the i
tification system verifies the user’s identity according to the
corresponding user’s information in the users’ database.

The proposed scheme (Fig.1.) is described as follows:
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Fig. 1. Quantum identification scheme

1. Registration phase

(1) When the Identification system (IS) receives the r
istry requirement of the user U*, it prepares a set of
quantum states, ®* = (|oF), |¢4), -, |#%)) taking the |
|6%) = 10), i € {1,2,--+,n}. The user U* sets up the pa
Pk = (pifapg& . lpﬁ)’ Pf € {1‘2‘ "m'}! i€ {1!21"
P* corresponds to a set of quantum operations, which a
noted by a set of quantum operators P* = (ph,ph,
Note that the number p* corresponds to the special g
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operator pf. If pF# pj then pf # pJ The password P* is
transmitted to IS by quantum key distribution (for example
BB84 protocol®) or secure channel. Then IS knows the cor-
responding quantum operator P* 5% pk, ..., p%). Both IS
and U don’t know the key during quantum key distribution,
they gain the key after finishing quantum key distribution).

(2) IS prepares a n-bit random number
ks (rf,r;‘,...,r:). rfe {0,1}, i € {1,2,---,n}

for the user U*, at the same time, and sets up the information

of the user U,
sk = (sf,sg,---,sﬁ), st e {1,2,---,m}, i € {1,2,---,n}

in the users’ database. S* corresponds to a set of quantum
operations, which are denoted by a set of quantum functors

(31, 55 ..., 3"%) subjected to the following conditions:

Forl <3 <n,

if r* = 0, then |¢7*) = &¥pF|¢F) = |0), that is to say,
sk =1

if r¥ = 1, then |¢7*) = &¥p¥|o¥) = |1), that is to say,
éff’f =0z

Now the messages R* = (r’f,rﬁ,---,rﬁ), r¥ € {0.1},
56{1,2, ¢ un} and Sk (81,8’5,-- sn)y 31 6{12 b vm}1
i € {1,2, --,n} are used as the information of the user U*

in the users’ database. When the user U* sets up the cer-

tainly password P* = (pf,ph,---,ph), o € {1,2,---,m},
Bt c {112:"'»"'} then Rk s (rf,rg,---,rf;), Tf = {Oal}:
i € {1,2,---,n} has the certainly corresponding relation with

Sk — (s'{,s’z“,---,sﬁ), sf € {1,2,---,
emphasized.

After the user completes the registry phase, the password
of the user U* is P* = (P’f,Pé,"",pﬁ), P:" € {1'21"'77"'},
i € {1,2, --,n}, the file named as U* in the users’ database

contains the user U*’s identity messages

m}. The fact must be

R* = (r¥,rk,-..,rF), rfe{0,1}, i€{1,2,--+,n}

and

S* = (s* sk, .-, 8), s e{1,2,---,m}, i€{1,2,---,n}.

Repeat the steps (1) and (2), many users can register the
quantum identification system.

2. Identification phase

(3) IS finds the file U* from the users’ database ac-
cording to the file name U* when it receives the identifi-

cation requirement of the user U*. The registry messages

Rt = (rf,rk,..-,r%), r* € {0,1}, i € {1,2,---,n} and
sk = (3'{,3%,-—-,3:), sf e {1,2;:-\m}, 1 € {1,2,--,n} are
used to identify the user U*.

(4) The user U* inputs the pa.ssword P* = (p},n5,-- ., p¥),

pF e {1,2,---,m}, i€ {1,2,- n} IS applies a set of corre-
sponding qua.ntum operators P* Y ﬁ;‘, --,p%) to a set of
initial quantum states ¢* = (|q$1) |65, -+, |65)), |8F) = |0)
i € {1,2,---,n}, and obtains a set of qua.ntum states @ *
(1625), 162, -+ [6a)), 16:*) = BEIgF), i € {1,2,---,n}.

(5) IS verifies whether the information

S* = (s, o5, sk), sf € (1,2, ,m}, i€ (1,2, )}

is right or not. IS applies a set of corresponding quantum op-

erators S* = (3‘1‘,5'5, .-+, &%) to a set of initial quantum states
= (162),162°), -+ )y 16 = Bilei), i € {1,2,--+,n}

and obtains a set of quantum states

Hk = (l¢11k> l(lsl’k),- _’|¢r1k>)
l¢*) = s¥ptlor), i€ {1,2,---,n}

(6) IS measures a set of quantum states

.'r.k . (|¢HA> |¢”k>v"',|¢:k)),
|or%y = skptlol), i€ {1,2,---,n}

adopting rectilinear base, and obtains a set of quantum states

R™ = (Ir*), Ird), -+, Ir)), ¥ € {0,1}

According to the following rule: 0 < |0), 1 « [1), we can
obtain n-bit random number

R,k:(rflkvr;k!"')r;k)! 5 € {Osl}

(7) Compa.nng R* = (r*, v, -, mk), r* € {0, 1} with
RE = (rk, 7k, o, 7¥), rF € {0,1}. FOl‘].<'L<ﬂlfT‘ =rk
1 € {1,2,---,n}, t.hen identification is successful; otherwise

identification is failed.

II1. Security Analyses .

We take quantum attack and classical one into account
in order to analyse the security of the quantum identificatior
scheme.

Quantum attack clone the string of quantum bits ¢’
The attacker needs a specially designed quantum machine
which can clone the string of quantum bits ¢’. Quantum bits
transmitted by the quantum channel are unknown to eaves-
dropper, so no-cloning theorem prevents eavesdropper from
copying the string of quantum states @'.

Classical attack guess the user’s password

k kk
=(P1,P2:"'

that is to say, forecast the quantum manipulations P* =
(P, PS5, ,pr). If p¥ is one of the m quantum manipulations
then the probability that the eavesdropper guesses the user’s
password correctly is 1/m™ which will be 0 if IS increases m

rp:)s P? = {112y"',m}, 1 € {1’2'...,n}

.

To sum up, the proposed scheme can efficiently preven
against eavesdropping and cheating, it is secure to quantun
attack.

IV. Quantum Identification System Basec
on Phase Modulation )

The quantum identification system based on phase modu
lation consists of Identification server terminal (IS) and use
terminal (U). There are two kinds of information modulatio:
methods in quantum cryptography: polarization modulatio
and phase modulation. The proposed identification schem
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adopts the phase modulation. The principle of M-Z interfer-
ometer is the working foundation of the quantum identification
scheme based on phase modulation. A laser pulse emitted by
Laser diode (LD)) is separated at 50/50 beam splitter (BS;).
The short arm includes a phase modulator (PMs), the long
arm includes a Delay line (DL) and a Polarization controller
(PoC). The linear polarization of the pulse is turned by 90°
in long arm, so two pulses exit from the Polarization beam
splitter (PBS) in the same port. The pulses travel down to
U, are reflected on a Faraday mirror (FM), attenuated and
come back orthogonally polarized. In turn, both pulses now
take the other path at IS and arrive at the same time at BS,
where they interfere. Then they are detected either in Dy,
or in Dy. Since the two pulses take the same path, inside
IS in reversed order, this interferometer is auto-compensated.
To implement quantum identification scheme, U applies phase
shift ¢, on the first pulse with PM;. IS applies the phase shift
®, on the second pulse with PM2 on its way back. The prob-
ability that single photon detector (Dy) detects the photon is

Pl =cost| 21" 08

. while the probability that single photon

detector (Dz) detects the photon is P = sin® M

&, is the modulated phases by UIC and PM; respectively, @,
is the modulated phases by PMs, then

. Here
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LD: diode laser; C: Circulator; Dy, Da: single photon detector; BSy,
B5—2: beam splitter; PoC: polarization controller; DL: delay line; PBS:
polarization beam splitter; VA: variable attenuator; PM;, PMa: phase
modulator; FM: Faraday mirror; Controller 1, Controller 2: main con-

troller.

Fig. 2. Experimental set-up of quantum identification system

If &, — & =7/2+nm, then P, = P, = 1/2;

If ¢, — &, =0, then P, = 1, P, =0;

If &y — @3 = x, then P, =0,P; = 1.

Controllerl controls PM,; according to the user’s password.
Controller2 controls PM; according to the users’ registry in-
formation in users’ database. Controllerl communicates with
Controller2 by classical channel. Synchronous clock genera-
tor synchronizes Controllerl with Controller2. Random num-
ber generator produces random number for Controller2. The
users’ database stores the users’ registry information. The pro-
posed scheme includes a registry phase and an identification

phase.

1. Registration phase

(1) The user U* applies for the registration and sets up
the password.

The user U* sets up the password P* = (p¥ ph, -+, pk);
pi € {0,1}, i € {1,2,---,n}, p* drives PM; during the
time slot and changes the laser pulse’s phase with an angle @
@}, corresponds to pf. The password P* is transmitted to
by quantum key distribution (for example BB84 protocol
or secure channel. Then IS knows the corresponding a
®f = (F,, d5,,---, #F.). Both IS and U don’t know th
during quantum key distribution, they gain the key after fin-
ishing quantum key distribution.

(2) IS builds the corresponding user’s registry information
in users’ database.

Random number generator produces the random number
R* = (r§,r§,--,rk), v € {0,1}, i € {1,2,---,n} needed by
IS. IS adjusts PM; during the ith time slot and changes th
laser pulse’s phase with an angle ¢5; subjected to the following
conditions:

For1<i<n,

if 7% = 0, then &% — @5, = 0, that is to say, Dy can detee
single photon.

if r¥ =1, then &}, —
single photon.

We can obtain a set of random phases

B5 = (05, Phy, -+, B5,)

corresponding to R* = (r’f, e, rE),

(3) IS builds the user U* file in the user database.

File name: U*

File Content:

Rk = (T’f,f’;, @ ,Tﬁ) and ¢; e (¢§1r ¢2k?a S ¢3~ﬂ-)

(4) Repeat steps (1)-(3), IS can build many users’
information in the users’ database. The random number
be subjected to the following condition:

If i # j, then R* = (r{,rh,++,78) # R = (r,rd, -

2. Identification phase

(5) The user applies for the identification, IS searches th
file U* in the users’ database.

If the user U¥ wants to enter IS, he tells IS the fil
U* via the classical channel. He inputs his password. IS
the file U* according to filename U*;

- rh) and BF = (B4, Phy, -,

@5, = , that is to say, Dy can detec

k k k _k
U e BY = (ry,mg,-

(6) 1S verifies the user U* identity information.
The user U* inputs the password p! during the ith ti
slot. pf changes the laser pulse’s phase with an angle
PMz controlled by controller2 changes the laser pulse’s
with an angle &% further.
(7) IS detects quasi-single photon and verifies the us
identity.
Monitoring single photon detectors (D; and Dj), IS
the classical bit r,* according to the following rule:
If Dy detects photon, then r:" = 05 If Dy detects pl
then r:k =1,
Repeat steps (5)-(7), for 1 < i < n, if r:" =4
{1,2,.,n}, then identification is successful; otherwise id
tification is failed.
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V. Conclusions

A quantum identification scheme based on the manipula-
tion of quantum state is proposed in this paper. This scheme
can verify the identity of the legitimate user, and can pre-
vent the eavesdropper from impersonating the legitimate user.
The quantum states transmitted by the quantum channel are
unknown to the eavesdropper, so this scheme is absolutely se-
cure to quantum attack according to no-cloning theorem. In
addition, a quantum identification experimental scheme based
on phase modulation is designed in order to implement the
proposed quantum identification scheme.
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