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A quantum identification scheme including registration and identification phases is proposed. The users’ passwords

are transmitted by qubit string and recorded as a set of quantum operators. The security of the proposed scheme is

guaranteed by the no-cloning theorem. Based on photon polarization modulation, an experimental approach is also

designed to implement our proposed scheme.
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1. Introduction

Quantum cryptography is a field combining quan-
tum and information theories. Since the first quan-
tum key distribution protocol-BB84 protocol was pre-
sented by Bennett and Brassard,[! many advanced
topics in quantum cryptography have been put for-
ward including, in recent years, enhanced insight
into the basic theory,[?! quantum key management,®!
quantum key sharing,* quantum authentication,!®!
quantum-bit commitment!®/ and quantum random
number generator.["®! In contrast to the classical cryp-
tography, which is only relatively secure, quantum
cryptography exhibits absolute security due to its in-
trinsic quantum characteristics. In particular, quan-
tum key distribution (QKD) attracts much attention
from both academic and commercial sectors because
of its unconditional security and greater possibility of

implementation.

Experiments on quantum key distribution may
be implemented through two quantum channels: free
spacel® and optic fibre.l'9 Kurtsiefer et all''l at
Ludwig—Maximilians—University reported on a BB84-
based free space quantum cryptography system over
23.4km in 2002. The research group lead by Profes-
sor N Gisin of Geneva University designed an auto-

compensating plug & play system!*2! over the installed

optic fibre in 2002, and the keys were exchanged over a
distance of 67km. Very few papers on quantum identi-
fication system have been published. Utilizing BB84-
based quantum key distribution in conjunction with
classical identification, Miloslav Dusek et al reported
a quantum identification scheme,*3 in which Alice
and Bob verify each other’s identity by three hand-
shakes. Unfortunately, this scheme was later proved
to be a classical identification scheme. In this paper,
a quantum identification scheme to dynamically build
the users’ database according to the password and the
identity card of the legitimate user is presented. The
security of the scheme is guaranteed by the no-cloning
theorem of the unknown quantum state.

In Section 2, we investigate the general principle
required for a quantum identification scheme. The
new quantum identification scheme is introduced in
detail in Section 3. The proposed scheme includes a
registration phase and an identification phase. In Sec-
tion 4, we discuss the security of the proposed scheme.
In Section 5, the experimental system based on pho-
ton polarization modulation is proposed for carrying
out this quantum identification scheme. Conclusions

are drawn in Section 6.

2.General requirement

Classical cryptography protocols and algorithms
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based on the mathematical problems are designed in
the fields of both cryptography and secure commu-
nication. Similarly, quantum cryptography protocols
and algorithms based on the basic theories and the
phenomena of quantum physics are proposed in the
same fields. Several aspects such as key distribution,
secret sharing and digital signature, which have been
studied in classical cryptography, are still investigated
in quantum cryptography. The difference is that quan-
The

theoretical basis of our quantum identification scheme

tum cryptography relies on quantum physics.

is the no-cloning theorem of unknown quantum state
that reads as follows.

No-cloning theorem: An unknown quan-
tum state cannot be absolutely copied.

Cloning a quantum state means to produce the
same quantum state in another quantum system, at
the same time, while not changing the initial quan-
The no-cloning theorem is a direct re-
It is the foundation of

quantum cryptography and also prevents the quan-

tum state.

sult of quantum mechanics.

tum computer from copying the unknown quantum

state.
3. Description of the proposed
quantum identification scheme

In the proposed scheme, U* denotes the kth user,
IS is the identification system. Suppose that quan-
tum channel is an unjammable channel; in addition,
the illegitimate users in general cannot enter into the

identification system.

The proposed scheme includes a registry phase
and an identification phase. During the registry phase,
the identification system dynamically builds the users’
information in the users’ database after it receives the
uses’ registry requests. In the identification phase,
the identification system verifies the user’s identity ac-
cording to the corresponding user’s information in the

users’ database.

The proposed scheme (Fig.1.) is described in the

following.
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Fig.1. Quantum identification scheme.

3.1. Registration phase

(1) When the identification system (IS) re-
ceives the registry requirement of the user U*, it
prepares a set of initial quantum states, &F =
(|¢]1€>7 |¢§>’ s |¢5L>) taking the form ‘¢£€> = 10), i €
{1,2,---,n}. The user U* sets up the password P* =
(pllcaplzcv"'apﬁ)a pi‘c €{1,2,---,m}, i € {1,2,---,n},
P* corresponds to a set of quantum operations, which
are denoted by a set of quantum operators Pk —
(;ﬁf,pzc, e ,;EL) Note that the number p¥ corresponds

to the special quantum operator pf. If p¥ # p;?,

then ;[;Z“ #* pA;“ The password PF is transmitted to
IS by quantum key distribution (for example BB84
protocolm) or secure channel. Then IS knows the cor-
DY)
Both IS and U don’t know the key during quantum key

responding quantum operator P* = (pF pk ...

distribution, they gain the key after finishing quantum
key distribution.

(2) IS prepares an n-bit random number RF =
(T{€>T§7"'7rﬁ)7 Téc € {071}7 (S {1,2,-~~,’I’L}, for
the user U* at the same time, and sets up the in-
k
S

formation of the user U*,S* = (sk sk ... sk) sk

1% n
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{1,2,---,m}, i e {1,2,---

S* corresponds to a set of quantum operations, which

,n} in the users’ database.

are denoted by a set of quantum functors Sk =

(sk, sk ... sk), subjected to the following conditions:
For 1 <i<n,

iirf =0, then |¢;*) = fpﬂqﬁk) = |0), that is to
say, sfpf =1,
if rf =1, then \¢;’k> = s" pl \(ﬁ’“) =

k k =
say, Sipi =0z

[1), that is to

Now the messages RF = (rf 7k - rF) ok ¢
{071}) i€ {1,2,---,71} and Sk = (Sllvvslga"'aslri)a
sk e {1,2,---,m}, i € {1,2,---,n} are used as the

information of the user U* in the users’ database.

When the user U* sets up the certainly password

Pk = (pllcapév "’pﬁ)v pf € {1 2, }a (S
{1727 TL} then Rk = (7‘1,7“]5,'-',7‘") E {0 1}
1 € {1,2,---,n} has the certainly correspondlng re-

lation with S* = (s¥ sk ... sk) sF e {1,2,--- m}.
The fact must be emphasized.

After the user completes the registry phase, the
password of the user UF is Pk = (p¥ pk, ... pk),
pF e {1,2,---,m}, i € {1,2,---,n}, the file named
as UF in the users’ database contains the user U*’s

identity messages

RF = (T‘f,T]g,---,Tﬁ), Tzl'g € {071}’
i€ (1,2, n}
and
Sk:(sllcas];f"asﬁ)a st{l,Z,---,m},

ie{1,2,--,n}.

Repeat the steps (1) and (2); many users can reg-

ister the quantum identification system.
3.2. Identification phase

(3) IS finds the file U* from the users’ database

according to the file name U* when it receives the

identification requirement of the user U*. The reg-
istry messages RF = (r¥,rk ... 7B ok ¢ {0,1},
i € {1,2,---,n} and S* = (s¥ s ... sk), sk €
{1,2,---,m}, i € {1,2,--+,n} are used to identify the
user UF.

(4) The user U* inputs the password P*F =
(PY,P5,- -, p), PF € {1,2,---,m}, i € {1,2,---,n},

IS applies a set of correspondlng quantum opera-
-,pn) to a set of initial quan-
om)), 16F) = o),

,n}, and obtains a set of quantum states

tors Pk = (P1ap2>
tum states ®F = (|¢1>3‘¢2>7
Ze {1’2’

= (‘¢11k>7|¢’2k>77|¢zc>)v |¢2k> = pf|¢i€>7 (S
{1,2,---,n}.

(5) IS verifies whether the information S* =
(sk sk ... sk) sk e {1,2,--- m}, i € {1,2,---,n}
IS applies a set of corresponding

’ n 7
quantum operators Sk = (s’f,s’z“,---

is right or not.
k) to a set of
initial quantum states®’® = (|¢}F), |65),---,|9"*)),
k) = pFlok), i € {1,2,--+,n} and obtains a set
of quantum states B¢ = (6%}, [4), -, |615)),
60%) = kb i € (1,2, m).

(6) IS measures a set of quantum states o'k =
(6750, 1645), -+ 191, 161%) = skpblab), & € (1,2,

-,n} adopting rectilinear base, and obtains a set of

’ n

quantum states

R* = (|1,,/1k>7 |1,,/2k>7 ) |T,k>)7

n

" e {0,1}.

According to the following rule: 0 < |0), 1 < |1},
we can obtain the n-bit random number
le = (Tllka'rék) T le)v

»'n

ke {0,1}.

(7) Compare R'* = (T’lk,Ték, <, ik e {0,1}
with RF = (r¥ vk ... rF) r¥ € {0,1}. For 1 <i < n,
if rk =¥ i€ {1,2,---,n}, then the identification is

successful; otherwise it fails.

1)

4.Security analyses

We take the quantum and classical attacks into
account to analyse the security of the quantum iden-
tification scheme.

Quantum attack: clone the string of quan-
tum bits @’. The attacker needs a specially designed
quantum machine which can clone the string of quan-
tum bits @’. Quantum bits transmitted by the quan-
tum channel are unknown to eavesdropper, so no-
cloning theorem prevents eavesdropper from copying
the string of quantum states ¢’.

Classical attack: guess the user’s password

Pk = (plf7p12€)"'7picz)a pf € {1,2,"',771}, (S
{1,2,--- n}, that is to say, forecast the quantum ma-

nipulations Pk — ,pkE). If p* is one of the m

(p17p2’ o
quantum manipulations, then the probability that the
eavesdropper guesses the user’s password correctly is
1/m™ which will be 0 if IS increases m, n.

To sum up, the proposed scheme can efficiently
prevent eavesdropping and cheating, and is absolutely

secure to quantum attack.
5. Quantum identification system
based on polarization modula-

tion
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The quantum identification system based on po-
larization modulation consists of the identification
server terminal (IS) and the user terminal (U) (Fig.2).
IS includes an optical path unit and a control unit.
The optical path unit includes the diode laser (laser),
optical attenuator (Att), polarizer 1 (P;), dynamic
polarization controller 2 (DPC2), polarizer 2 (P2) and
single photon detector (D). The control unit includes
main controller 2, users’ database and random num-
ber generator. U also consists of an optical path unit
and a control unit. The optical path unit includes re-
flection mirrors My, My, user identity card (UIC), and
dynamical polarization controller 1 (DPC1). The con-
trol unit includes main controller 1 and synchronous
clock generator. The quantum signal generator con-
sisting of the diode laser and optical attenuator gen-
erates quasi-single photon carrying quantum informa-
tion. P; initializes the polarization state of the quasi-
single photon as the vertical linear polarization state.
Then the photon is transmitted to the user terminal in

free space. My, My change the transmission direction

of photons. Both UIC and DPC1 modulate the polar-
ization state of quasi-single photon according to the
users’ identity card and password. The photon carry-
ing the user identity information is transmitted to IS
in free space again. DPC2 modulates the polarization
state of the photon according to the users’ registry in-
formation in the users’ database. Py determines that
the polarization state of photon is vertical linear po-
larization state or horizontal linear polarization state.
D operated in Geiger mode detects the quasi-single
photon. It is emphasized that the optical axis of Py is
parallel to the optical axis of P5. Controller 1 controls
DPC1 according to the user’s password. Controller 2
controls DPC2 according to the users’ registry infor-
mation in users’ database. Controller 1 communicates
with Controller 2 by classical channel. Synchronous
clock generator synchronizes Controller 1 with Con-
troller 2. Random number generator produces random
number for Controller 2. The users’ database stores
the users’ registry information. The proposed scheme

includes a registry phase and an identification phase.

M,

user
polarized

SR T

clock synchronize

U

input key
controller 1 controller 2
J_I_ ] rand number
generator

)

Fig.2. Experimental set-up of quantum identification system laser: diode laser DL-100(780nm); Att: optical

attenuator; My, M2: reflection mirrors; UIC: user identity card; Py, Pa: polarizers; DPC1, DPC2: dynamic

polarization controllers; Controller 1, Controller 2: main controllers; D: single photon detector.

5.1. Registration phase

(1) User U* applies for the identity card and sets
up the password.

The user plugs in the UIC, a special birefrin-
gence crystal capable of rotating the polarization di-
rection of the linear polarization light, and rotates
the vertical polarization light. An arbitrary angle
®F between the polarization plane of incidence light
and the polarization plane of the processed linear po-

larization light is only determined by the UIC. The

user U* sets up the password P* = (pF, pk, ... pk),
pF € {0,1}, i € {1,2,---,n}, p¥ drives DPC1 during
the ith time slot and rotates the linear polarization
light by an angle @5, again, @5, corresponds to p¥.
The password P* is transmitted to IS by quantum
key distribution (for example BB84 protocol!!) or se-
cure channel. Then IS knows the corresponding angle
ok = (ok &%, ... &% ). Both IS and U don’t know
the key during quantum key distribution, they gain
the key after finishing quantum key distribution.

(2) IS builds the corresponding user’s registry in-
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formation in the users’ database.

Random number generator produces the random
number R* = (r¥ ok ... B #F € {0,1}, i €
{1,2,---,n} needed by IS. IS adjusts DPC2 during
the ith time slot and rotates the polarization plate by
an angle @5 subjected to the following conditions:

For 1 <1 <n,

if rf =0, then @f + @é“i + ¢§i = 0° or 180°, that
is to say, D can detect single photon;

if 7% = 1, then &F 4+ @& + &5 = 90° or 270°, that
is to say, D can’t detect single photon.

We can obtain a set of random phases &5 =
(ok, ®%, ..., &% ) corresponding to R¥ = (r¥ rk ...
k).

(3) IS builds the user U* file in the user database.

File name: U*

File content: RF = (rk rk ... rF) and &} =
(stlscla ¢§2v T Qsi]’fn)

(4) Repeat steps (1)—(3), IS can build many users’
registry information in the users’ database. The ran-

dom number must be subjected to the following con-

dition:
If 4 7é.77 then RZ = (Ti,’l"é,”- arib) 7é Rj = (7“{77"%7
'7r¥L)‘

5.2. Identification phase

(5) The user applies for the identification, IS
searches the file U* in the users’ database.

If the user U* wants to enter IS, he tells IS the
filename U* via the classical channel. Then he plugs
in his UIC, and inputs his password. IS finds the file
U* according to filename U*:

U*: RF = (Tllca'r];v"' Tk)

Y’ n

and

QS!; = (¢§1a ¢1,3€27 T, dsil;n)

(6) IS verifies the user U* identity information.

The user U* inputs the password p¥ during the
ith time slot. Both UIC and p¥ rotate the linear polar-
ization light by an angle ¢f+ &%, DPC2 controlled by
controller2 rotates the linear polarization light further
by an angle &%

(7) IS detects quasi-single photon and verifies the
user U identity.

Monitoring single photon detector (D), IS gains
the classical bit 7/* according to the following rule:

If D detects photon, then r* = 0; otherwise
rik = 1.

Repeat steps (5)—(7), for 1 < i < n, if ik = ¥,
1 € {1,2,---,n}, then identification is successful; oth-

erwise the identification fails.

6. Conclusions

A quantum identification scheme based on the
manipulation of quantum state is proposed in this pa-
per. This scheme can verify the identity of the legiti-
mate user, and can prevent the eavesdropper from im-
personating the legitimate user. The quantum states
transmitted by the quantum channel are unknown to
the eavesdropper, so this scheme is absolutely secure
to quantum attack according to no-cloning theorem.
In addition, a quantum identification experimental
scheme based on polarization modulation is designed
in order to implement the proposed quantum identifi-

cation scheme.
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