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Realization of error correction and reconciliation
of continuous quantum key distribution in detail
QIAN XuDong† , HE GuangQiang & ZENG GuiHua
State Key Laboratory of Advanced Optical Communication Systems and Networks, Department of Electronic Engineering, Shanghai
Jiao Tong University, Shanghai 200030, China

The efficiency of reconciliation in the continuous key distribution is the main factor which limits the
ratio of secret key distribution. However, the efficiency depends on the computational complexity of the
algorithm. This paper optimizes the two main aspects of the reconciliation process of the continuous
key distribution: the partition of interval and the estimation of bit. We use Gaussian approximation to
effectively speed up the convergence of algorithm. We design the estimation function as the estimator
of the SEC (sliced error correction) algorithm. Therefore, we lower the computational complexity and
simplify the core problem of the reconciliation algorithm. Thus we increase the efficiency of the reconciliation process in the continuous key distribution and then the ratio of the secret key distribution is
also increased.
continuous quantum key distribution, reconciliation process, optimal partition of interval, SEC algorithm, estimation function
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Introduction

Information security plays a more and more important role in this society, and cryptography is an
important tool to ensure the security of the information. Now the cryptography system relies on the
complexity of the math problem. However, with
the improvement of the ability of computer and
the study of the quantum computer, the cryptography algorithm such as RSA faces great challenge.
Luckily, the quantum cryptography[1−3] based on
classical cryptography and quantum physics draws
our attention. Its security is ensured by the basic
principle of the quantum mechanics. The quantum
uncertainty principle and non-cloning of quantum
states make the quantum cryptography safe[4−6] .

Thus, the quantum cryptography has a compelling
prospect and good performance.
Now the study of the quantum cryptography always uses discrete physical variable as the signal
carrier such as single photon and week laser pulse.
However, discrete quantum key distribution (abbreviated as QKD) needs the production and detection of the single photon, and it is very hard to
do the experiment. Moreover, the channel capacity is also very low; it means one pulse can carry
very little information. However, if we use continuous quantum signal such as squeezed state or
coherent state as the signal carrier, we can use heterodyne balance receiver as the detector, so we can
easily control and operate the quantum signal and
also it can achieve high channel capacity. Thus,
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many scholars pay much attention to the continuous QKD[7,8] .
The eﬃciency of reconciliation in the continuous
key distribution is the main factor which limits the
ratio of secret key distribution. Now the reconciliation algorithm of the continuous QKD[9] consists
of three parts: the partition of intervals, the estimation of bit and the error correction. The reconciliation process in this paper is referred to the ﬁrst
two parts. These parts need much computation of
the double integrator. Thus, it lowers the eﬃciency
of the reconciliation algorithm. This paper substitutes Gaussian distribution for the none-Gaussian
distribution with the same numerical character so
it simpliﬁes the computation of the relative entropy. Through the analysis of the bit estimation,
this paper proposes a very simple estimation function. Therefore, we can estimate the bit through
the comparison of the numbers without the double
integrator. These two aspects that we proposed in
this paper can improve the eﬃciency of reconciliation algorithm used in continuous QKD.
The second part of the paper introduces the basic knowledge of the discrete QKD. The third part
introduces the relationship and the diﬀerence of
the discrete QKD and the continuous QKD. The
fourth part optimizes the partition of interval. The
ﬁfth part optimizes the SEC algorithm, proposes
the estimation function and discusses the physical meaning of it. The sixth part gives the summary.

2 Discrete QKD
This paper ﬁrst introduces the steps we need to implement the discrete QKD, and then we will introduce the diﬀerence and relationship between discrete QKD and continuous QKD in order to show
how continuous QKD works.
2.1

Initialization phase

This paper uses the satellite model[10] to show the
initialization phase of the QKD. Suppose a satellite
source sends the information to Alice, Bob and Eve
through three binary symmetrical channels. The
error rates of the three channels are εa , εb and εe
respectively. Thus, Alice, Bob and Eve obtain a

relevant discrete sequence X, Y , Z, respectively.
Under the certain condition, Alice and Bob can
obtain secret key from X and Y through reconciliation and privacy ampliﬁcation. The study of
Maurer[10] shows that if and only if εe > 0 can Alice
and Bob obtain a secret key from X and Y . Moreover, he also gives us the minimum and maximum
rate of the secret key.
2.2

Communication phase

Communication phase consists of three parts: data
distillation, information reconciliation and privacy
ampliﬁcation.
2.2.1 Data distillation. Alice and Bob process
data distillation through authenticated channel
(Eve can eavesdrop on the content they exchange
but he cannot modify or delete the information).
After data distillation, we obtain three discrete sequences X  , Y  , Z  . They meet the requirement
I(X  ; Y  ) > I(X  ; Z  ), I(X  ; Y  ) > I(Y  ; Z  ). Now
we have some mature data distillation algorithm[11]
such as repeat code protocol and binary check protocol.
2.2.2 Information reconciliation. After data distillation, we can obtain two discrete sequences X 
and Y  with low error rate. The process of information reconciliation is as follows: Through authenticated channel, Alice and Bob exchange some
information. They can ﬁnd errors, and correct or
discard them by using this information. After the
process, Alice and Bob can obtain X  and Y  with
Pr(X  = Y  ) ≈ 1, we use S to represent this bit
sequence.
2.2.3 Privacy ampliﬁcation. After information
reconciliation, we obtain S, but S is not secure. Since Eve can eavesdrop the information exchanged through the authenticated channel, he can
obtain a sequence S  . S  consists of some part of
the S, and the objective of the privacy ampliﬁcation is to discard the information Eve knows and
obtain a secret key.

3 The relationship and difference between discrete QKD and continuous QKD
The main diﬀerence between discrete QKD and
continuous QKD is in the initialization phase, data
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distillation phase and information reconciliation
phase. The initialization phase in the continuous
QKD is as follows: Alice receives an x, and x is a
realization of the continuous random variable X.
Bob receives an x , and x is also a realization of
the continuous random variable X  . X and X  likes
the X and Y discussed in section 2.1. The only difference is that X and Y are bit sequences whereas
X and X  are continuous random variable. During the data distillation phase in continuous QKD,
some information is exchanged through the authenticated channel. Some x and x are discarded, while
others are reserved. The reserved x and x form the
random variable X  and X  . Eve eavesdrops on
the information exchanged through the authenticated channel and obtains a random variable Y  .
The objective of the data distillation in the continuous QKD is to make I(X  ; X  ) > I(X  , Y  )
and I(X  ; X  ) > I(X  , Y  ). We use X and X 
to substitute for X  and X  respectively for easy
use.
The information reconciliation phase (reconciliation process and error correction process) is the
most important step in continuous QKD. The reconciliation process includes two steps:
1) The partition of the interval. The x received
by Alice and x received by Bob meet some probability distribution. In order to distill some information from them, we should discretize x. It is the
process of partition of the interval. Then, Alice
encode the interval, and tell Bob the rule of the
encoding.
2) Bit estimation. According to the reconciliation information and x received from Alice, Bob
can distill some information. This process is called
bit estimation.
After these two steps, Alice and Bob share two
long bit sequences. The errors in the two sequences
can be corrected through the algorithm used in the
discrete QKD. This means after bit estimation, the
error correction phase and privacy ampliﬁcation
process are the same as the ones in discrete QKD.
In the next two sections we will discuss the optimization of the partition of the interval and the
design of the bit estimation function.
1600

4

The partition of the interval

First, we will introduce the principle of the reconciliation algorithm[9] . Suppose Alice sends L copies
of x to Bob, so the average information carried
by x is H(K(X)) − I(K(X); E) − (|C|/L). Obviously, the algorithm’s objective is to minimize the
I(K(X); E) + (|C|/L) so that the single symbol
carries more information. I(K(X); E) represents
the information Eve eavesdropped. Since this paper will not discuss the privacy ampliﬁcation, we
do not pay attention to I(K(X); E). The minimum of |C| is LH(K(X)|X  )[7] , so the maximum
of H(K(X)) − (|C|/L) is I(K(X); X  ).
In the information reconciliation process of continuous QKD, we should ﬁnd a good way to partition the interval so the I(K(X); X  ) can approach
the maximum I(X; X  ). From ref. [12] we know
the suﬃcient and necessary condition is as follows:
N

α(xA ) = arg min D(p(XB |XA = x)||p(XB |K = k)),
k=1


D(q(x)t(x)) =

(1)
+∞

−∞

p(x) log

q(x)
dx
t(x)

is the relative entropy of q(x) and t(x), and it describes the similarity of them.
We cannot retrieve the optimal interval partition
through one computation, so we should use iterative operation. The theory is discussed in ref. [12]
and we give the summary here:
Theoretical iterative algorithm:
S1: Random choose N intervals Qk (1  k  N ).
S2: Compute the average conditional probability
density of each interval
∀k = 1, 2, ..., N : fk = E[p(x |X)|X ∈ Qk ].
S3: ∀k = 1, ..., N : Qk ← {x|∀j = k D(p(x |X =
x)||fj ) > D(p(x |X = x)||fk ).
S4: Continue the steps above until the convergence.
From the above steps, we know we should always
use double integrator, and we also need iteration.
Thus, if we use it directly, the eﬃciency is low. This
restricts the eﬃciency of the information phase of
the secret key agreement protocol. In this section
we propose a simpliﬁed solution for the partition
of the interval.
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First we will introduce the properties of the relative entropy. In order to simplify the computation
of the relative entropy, we constructed a Gaussian
distribution with the same numerical character to
replace the none-Gaussian distribution. We used
the properties of the relative entropy of the Gaussian distribution and compute the separation of the
adjoining interval. Thus, the partition of the interval is simpliﬁed. We use Γ ∼ N (μ, Σ 2 ) to represent
a random variable Γ —its variance and mathematical expectation are Σ 2 and μ, respectively, and it
also follows a Gaussian distribution.
1) The properties of the relative entropy. Suppose A ∼ N (μ1 , σ12 ), B ∼ N (μ2 , σ22 ), so the relative
entropy of the density functions of random variable
A and B is
σ2 1 σ12 + (μ1 − μ2 )2
− +
nats.
D(A(x)||B(x)) = ln
σ1 2
2σ22
(2)
2) The real probability distribution. Since the
coherent state is the Gaussian state, it likes the
AGWN, so
(x −x)2
1
e− 2σ2 .
(3)
C(x ) = p(x |X = x ) = √
2πσ
The average conditional probability density
function in the interval Qk = {x|a  x  b} is
 b


p(X = x)p(x |X = x )dx
D(x ) = p(x |K = k) =
a
 b
(x −x)2
1
e− 2σ2 dx.
p(X = x) √
(4)
=
2πσ
a
3) The equivalent Gaussian distribution. If we
put eqs. (3) and (4) into eq. (1), we can compute
the relative entropy of C(x ) with respect to D(x ).
After many iterations, we can obtain the exact partition of the interval. However, the computation of
the relative entropy of a Gaussian function with
respect to a none-Gaussian function is very complex. Thus, the eﬃciency of the information reconciliation is low. According to the properties of

the relative entropy, the computation of the relative entropy of a Gaussian function with respect
to another Gaussian function is very easy. Since
C(x ) is a Gaussian distribution, if we can construct a Gaussian distribution F (x ) which has the
same numerical characters with D(x ), we can easily compute the partition of the interval. Although
it is not very precise, we can compute the exact one
based on this computation. Using these two steps
to compute the partition of the interval is much
easier to implement and also faster than the original method.
First, we will calculate the mathematical expectation and variance of the random variable D with
D(x ) as its probability density function.
 b
 +∞



x D(x )dx =
p(XA = x)xdx,
E[D] =


−∞
+∞

Var[D] =
−∞

a

(x − E[D])2 D(x )dx


b

= (σ + E[D] )
p(X = x)dx − 2E[D]
a
 b
xp(X = x)dx
·
a
 b
x2 p(X = x)dx.
(5)
+
2

2

a

Thus, we can construct an equivalent Gaussian
variable F ∼ N (E[D], Var[D]), so the partition of
the interval can be simpliﬁed as
D(C(x )||D(x )) ≈ D(C(x )||F (x )).

(6)

4) The boundary condition. Supposeb is the
boundary of adjoining intervals [a, b] and [b, c].
After the iteration algorithm
D(C(x )||F (x ), x ∈ K = [a, b])
= D(C(x )||F (x ), x ∈ K + 1 = [b, c]).

(7)

Use the properties of the relative entropy of the
Gaussian distribution and put eqs. (2) and (5) into
eq. (7); we can obtain

b
b
b
b
1 {σ 2 + ( a xp(X = x)dx)2 } a p(X = x)dx + 2( a xp(X = x)dx)2 + a x2 p(X = x)dx
ln
2
σ2

b
σ 2 + (b − a xp(X = x)dx)2
+
b
b
b
b
2{[σ 2 + ( a xp(X = x)dx)2 ] a p(X = x)dx + 2( a xp(X = x)dx)2 + a x2 p(X = x)dx}
c
c
c
c
1 {σ 2 + ( b xp(X = x)dx)2 } b p(X = x)dx + 2( b xp(X = x)dx)2 + b x2 p(X = x)dx
= ln
2
σ2
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c
σ 2 + (b − b xp(X = x)dx)2
c
c
c
c
.
+
2{[σ 2 + ( b xp(X = x)dx)2 ] b p(X = x)dx + 2( b xp(X = x)dx)2 + b x2 p(X = x)dx}

Although eq. (8) seems complex, you can know
from it that b is only relevant to a, c, p(X = x)
and the variance of the AWGN σ 2 . This means
the partition of the interval is only relevant to the
probability distribution of the source and the channel. Thus, we can use eq. (8) to program the code
and let computer compute the partition of the interval.
5) Simpliﬁed partition of the interval. If we partition the (−∞, +∞) into N = 2m parts. If x
follows a Gaussian distribution, P (−3Σ  x 
+3Σ ) = 99.7%, so we choose Q1 = {x| − ∞ <
x < −3Σ }, QN = {x|3Σ < x < +∞} and the
iteration algorithm can be as follows:
S1: Suppose j = 1, a1 = −3Σ , aN −1 = 3Σ and
from a2 to aN −2 evenly partition the interval.
S2: If j < N − 1, we put aj and aj+2 into eq. (8)
and calculate the boundary aj+1 .
S3: j = j + 1.
S4: After one circulation, we set j = 1 and return to S2.
The core of the algorithm is that we use eq. (8)
to substitute for eq. (1), so the algorithm we proposed is faster and easier to program.

5 The design and optimization of the estimation function
After the partition of the interval, we could use bit
estimation function to achieve the discrete bit sequence, the detail of the bit estimation function is
as follows:
1. Suppose the interval [a, b] is divided into
. . . 0
2m subintervals. We encode the intervals 00 
m

to 11
. . . 1 from left to right. Alice sends a x ∈
 
m

[a, b] to Bob, x can be decoded into bit sequence
(Sm (x), Sm−1 (x), · · · S1 (x)).
2.
Bob estimates to which interval the x
belongs according to the x he receives and
the information reconciliation exchanged through
the authenticated channel. The information exchanged is the lower j bits of the sequence
(Sm (x), Sm−1 (x), · · · S1 (x)). Bob uses the following
1602

(8)

process to guess the higher m − j bits. S1: i = j;

S2: b = Si,i−1,··· ,1 (x); S3: Si+1
(x) = S(x , b); S4:

Si+1 (x) = Si+1 (x); S5: i = i + 1; S6: If i  m − 1
return to S2, otherwise, go to S7; S7: Bob gets the



(x), Sm−1
(x), · · · Sj+1
(x)).
higher m − j bits (Sm
3. After Alice and Bob process n realizations of
the continuous variable, they obtain (m − j)n bits.
These bits form the discrete random variable X
and X  . Then we can implement error correction
and privacy ampliﬁcation.
Van Assche[9] only gave us the process, but he
did not deeply analyze the estimator of the ith bit.
Therefore this section designs the bit estimation
function and discusses the physical meaning of it.
5.1

The bit estimator of SEC algorithm

The ith bit’s estimator in SEC algorithm is as follows:
Si (x , b) = arg max Pr[Si (X) = s|Si−1,...,2,1 (X) = b,
s

X  = x ] s ∈ {0, 1}.

(9)

Eq. (9) means that if you put s = 0 and s = 1
into eq. (9), you will obtain two probabilities. We
are interested in the larger one. If you put s = 0
into eq. (9) and obtain the larger one, we can think
the ith bit is bit 0; otherwise we can think the ith
bit is bit 1. Since
Pr[Si (X) = s|Si−1,...,2,1 (X) = b, X  = x ]
Pr[Si (X) = s, Si−1,...,2,1 (X) = b, X  = x ]
,(10)
=
Pr[Si−1,...,2,1 (X) = b, X  = x ]
thus, Bob can guess the ith bit through the lower
i − 1 bits Si−1,...,2,1 (X) = b. Then, Bob can guess
all the bits.
Analysis: Suppose we have m bits in all. Thus,
Alice partitioned the interval into 2m parts. If
we know the lower i − 1 bits, there are 2m−i+1
subintervals meeting the requirement. We use
Pr[Si−1,...,2,1 (X) = b, X  = x ] to represent the sum
of the probabilities from these subintervals to the
X  = x .
1. If s = 0, we can obtain 2m−i subintervals
from all the 2m−i+1 subintervals. We put s = 0
into eq. (10) and obtain the probability p(0). If
we put s = 1 into eq. (10), we can obtain p(1). If
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p(0) > p(1), we think the ith bit is bit 0; otherwise,
we think the ith bit is bit 1.
2. All the computation can be modeled as the
calculation of the probability from one interval to
a point. The denominator in eq. (10) is the sum
of these probabilities. We can easily know that
this probability is 0. Thus, eq. (10) is the Law
of L Hospital, and we should simplify the formula
and obtain an estimation function. If the estimation function can be used instead of the Law of
L Hospital, the eﬃciency is increased.
3. The diﬃculty of eq. (10) is ﬁnding an estimation function to replace for the complex computation of planar Gaussian distribution.
5.2

The design of the estimation function

If we use margin probability density function p(x)
and p(x ) to compute the joint probability density
function p(x, x ) and then use p(x, x ) to compute
the probability of the model we discussed earlier,
the condition is complex. Therefore, this paper
proposes two easier ways to compute the probability from the interval to the point.



x, x + dx2 − x]. Then we can draw a ﬁgure to illustrate it (Figure 1).
Then we can compute the joint probability density function of X and N
x2
1
exp(− 2 )
p(x, n) = p(x)p(n) = √
2Σ
2πΣ
x2
1
exp(− 2 ).
(11)
×√
2σ
2πσ
Thus, the joint probability density function of X
and X  is
 b  x +dx/2

p(x, x )dxdx
P (X, X ) =
a

 b

x −dx /2

x −x+(dx /2)

=
x −x−(dx /2)

a

p(x, n)dndx. (12)

We put eq. (11) into eq. (12), and then we obtain
 b
 x −x+(dx/2)

p(x)
p(n)dndx. (13)
P (X, X ) =
a

Suppose Φ(x) =

x −x−(dx /2)

x

M (x) =

2

1 − z2
e
−∞ 2π





dz, then



x −x+(dx /2)
x −x−(dx /2)
 

p(n)dn

x − x + (dx /2)
σ
 
x − x − (dx /2)
−Φ
σ
 
1  x −x
Φ
dx
dx →0
σ
σ
(x −x)2
1
=√
e− 2σ2 dx .
(14)
2πσ 2
We put eq. (14) into eq. (13), and then we can
obtain the joint probability density function.

dx
dx
 X   x +
P a  X  b, x −
2
2
 b
p(x)M (x)dx
=
a
 b
(x −x)2
1
x2
1
√
e− 2Σ 2 √
e− 2σ2 dxdx
=
2πΣ
2πσ
a

 b
(x −x)2
1
x2
=
e− 2Σ 2 e− 2σ2 dx dx . (15)
2πσΣ a
So the probability from the interval [a, b] to the
point x is
=Φ

Figure 1

The analysis of the problem.

Method 1.
Since p(x, x ) is very complex,
we use another easily computed joint probability
density function p(x, n). Suppose the random variable X ∼ N (0, Σ 2 ), the interval we are interested
in is [a, b]. The white noise N ∼ N (0, σ 2 ). Since X
and N are individual, X  = X +N ∼ N (0, Σ 2 +σ 2 ).


Suppose the interval of the X  is [x − dx2 , x + dx2 ],

then the interval of the N = X  − X is [x − dx2 −

P (a  X  b, x )
P (a  X  b, x )
=
dx
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1
=
2πσΣ



b

x2

e− 2Σ 2 e−

(x −x)2
2σ2

dx.

(16a)

a

Method 2.
Since the source is a Gaussian
distribution and the channel is AWGN. Thus,

1
x2
√
p(x) =
exp − 2 ,
2Σ
2πΣ

(x − x)
1
exp −
.
p(x |x) = √
2σ 2
2πσ
Moreover, the joint probability density function is
p(x, x ) = p(x |x)p(x)

x2
(x − x)
1
exp − 2 −
=
2πΣ σ
2Σ
2σ 2

.(17)

Therefore, the probability from one interval to a
point is
P (a  x  b, x )
 b
p(x, x )dx
=
a

 b
x2
(x − x)
1
exp − 2 −
=
2πΣ σ a
2Σ
2σ 2

variable X  is
(x −x)2
1
e− 2σ2 .
(18)
p(x |X = x) = √
2πσ
Since X ∼ N (0, Σ 2 ), the average conditional probability is
 b
p(X = x)p(x |X = x)dx
a
 b
(x −x)2
1
e− 2σ2 dx
p(X = x) √
=
2πσ
a
 b
2
(x −x)2
1
x
1
√
e− 2Σ 2 √
e− 2σ2 dx
=
2πΣ
2πσ
a
 b
2
(x −x)2
x
1
e− 2Σ 2 e− 2σ2 dx.
(19)
=
2πσΣ a

Obviously, eq. (19) is the same as eq. (16). Thus,
the physical meaning of the estimation function is
the average probability density from the interval
[a, b] to the point x .

6 Summary
dx. (16b)

Since the channel is the AWGN, when X = x, the
conditional probability density function of random

This paper optimizes the two parts of the information reconciliation: the partition of the intervals
and the estimation function. We use the Gaussian
distribution to replace for the none-Gaussian distribution and design the eﬀective estimation function for the estimator for the SEC algorithm. The
two parts eﬃciently lower the complexity of the
algorithm, increase the eﬃciency and simplify the
core problem of the continuous QKD. It has the instructive meaning for the reconciliation algorithm
of the continuous QKD.
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Physical meaning
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