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The Influence of Faraday Mirror’'s Imperfection in Continuous Variable
Quantum Key Distribution System
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Abstract: The influence of imperfect Faraday mirror on secret key rate of continuous variable quantum
key distribution system in reverse reconciliation is considered with theoretical analysis and numerical
simulation. It takes entanglement based scheme. It's found that Faraday mirror’s imperfection reduces
the secret key rate and transmission distance of system. The impact increases if the imperfection turns
more serious. Besides it finds using great modulation variance can reduce the impact of Faraday mirror
significantly.
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0 Introduction

Continuous Variable Quantum Key Distribution
(CVQKD), as a

between two legitimate parties Alice and Bob, attracts

secure communication scheme
many attentions. In theory, CVQKD has been proven
to be unconditionally secure'’’, but in practical system
researchers find that the security of CVQKD is depend
on whether the components are perfect or not. Recent

years some researchers spend amount of time picking

loopholes of practical system and repairing them to
guarantee the security of system. Some imperfections
of practical system are pointed out*!, such as
modulation method. In theory we always take perfect
Gaussian modulation while we use discrete Gaussian
modulation in experiment due to hardware limitations.
The wavelength dependent feature of beam splitter and
LO without monitoring also open loopholes for Evel**.
In discrete variable quantum key distribution, many

possible attacks have been proposed. Recently, some
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research has found the imperfection of Faraday Mirror
(FM) will reduce the security of discrete variable
QKD. Passive Faraday-mirror attack to the practical
two-way QKD system is put forward®. The security
and secret key rate of practical CVQKD system depend
on the performance of its components. Using imperfect
components will degrade its security and secret key rate
as stated above.

The paper finds the imperfection of FM will lead
to the loss of secret key rate and transmission distance
of CVQKD system. Part of secret key is wasted which
could be attained if perfect FM is used in system. It
presents the analysis model with imperfect FM, which
is more rigorous. Besides, some suggestions to reduce
the FM's impact are proposed, such as increasing V.
properly if the modulator and funds are available, or
using FM with rotation angle closed to 45° as far as

possible.

1 The accuracy of Faraday mirror’ s
rotation angle

Fig. 1 is the layout of CVQKD system"*!, where
LD is BS is AM is
amplitude modulation, PM is phase modulation, PBS is

laser diode, beam splitter,
polarization beam splitter, FM is Faraday mirror, solid
line is Local Oscillator (1.LO) path and dotted line is
signal path respectively. Firstly, Alice prepares a
series of coherent states centered on Xs € {Qs.Ps} .
and then he sends these coherent states to Bob through
a quantum channel. Qs € N (0,Vs), Ps&€ N(0,Vy),

N is Gaussian distribution. The initial mode prepared
A A A A

by Alice can be depicted as X, =X+ Xy. X, € {Q,,

A

P, } describes the coherent state after modulation and

A A A
Xy € {Qys Py} describes the vacuum state. Hence,

the variance of }A(A is defined as V by V=V+1.

Alice EM
H B
i r{AMHPM}{PBS} i
. 1:99
. BS" PBS
Fig.1 Scheme of CVQKD

After amplitude modulation and phase modulation,
signal passes the FM. It will make the signal s
polarization angle to rotate an angle twice as large as
the rotation angle of FM. In theory, it's supposed the
initial polarization angle of LLO and signal is 0° and the
rotation angle of FM is 45°. Hence, after passing FM,
the polarization angle of signal is 90°, which is vertical
with the LO. And at the PBS, signal and LO can be
But

the practical

put together without influencing each other.

limited by manufacturing technology,

rotation angle of Faraday mirror is not 45°, which
induces some problems.

To simplify calculation, we just consider FM with
practical rotation angle 45°—@. After passing FM, the
If the
polarization angles of signal and LLO are orthogonal,
through the PBS. If FM has
imperfection, when they pass PBS, LO can all pass
through the PBS but signal can't do this, as the arrow

polarization angle of signal rotates90° — 26.

they can all pass

B shows in Fig. 2. It represents the actual polarization
angle of signal when signal passes PBS, and the arrow
A represents the supposed polarization angle of signal

in ideal situation. The included angle of them is 2.

Polarization angle of
signal in ideal situation

C

Polarization angle of’
LO in ideal situation

Fig. 2 The practical polarization angle of signal when
passing PBS
For subsequent calculations, it' s necessary to

. A /\'i' . . . .
introduce a and a', the annihilation and creation
operator of the light state after Alice modulates the
. . ) A A
signal. We just consider a;; 70 and ay =0, where the
subscripts H and V label the horizontal and vertical
polarization modes.

The Jones matrix of practical FM is as follows"™’.

FM(@):[ co§ (4500—0) sin (452—0)} .
—sin (45" —6@) cos (45 —80)
[1 0 M:cos (45°—0) —sin (450—5)}7
0 —1JLsin (45°—@) cos (45°—0)
sin 2 —cos 2
[ sin 20 C?S (9:| 8
—cos 20 —sin 20

then
A

ay au
S roll-
ay ay

. A A
[sm 20ay—cos 20ay J

sin 204
|: A } (2)
—cos 20ay

horizontal

A A

—cos 20ay—sin 20ay

A Ay
ay and ay

are the and vertical

. . . A
polarization modes after passing FM. ay can all pass

through PBS into the quantum channel due to the

. Ay .
special structure of PBS, but ay; can’t do this. Hence,

A, A
ay= —cos 20 ay. Using complex conjugate relations,
A, A A AN, A

t t i :
ay=—cos 20ay. Because of n=a"'a, so when leaving
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PBS, the photon number is

Ny Ay N, Ny A
n = (—cos 20)ay (—cos 20)ay; =cos” 20ayaay (3)
If FM is perfect with =0°, the photon number in

ideal situation is

/\/
A A, A
710=aLaH=wS+20 (4)
And the variance of signal is
A A
(X*+P") Ao Arg | Mg hs

V/=W=<avav++axtav>=

cos? 20¢anal+ahan) (5)

A A
where N, is the variance of vacuum state, X and P are
the quadrature of coherent state. If 9=0°, the variance

of signal in ideal situation is

AA Ay A V/
V={ayay+ahay)=—5— (6)
cos” 20
After estimating channel parameters, the

probability distribution of X/, is a Gaussian distribution
with N(0,V"), and X, ~N(0,V)=N(0,V'/cos’ 20).
V' is the modulation variance after Alice and Bob
estimate the channel parameter (the variance of signal
when it leaves Alice ), and V is the variance of signal
after Alice modulates the signal. If FM is perfect with
rotation angle 45°, signal can all pass through PBS and
V' will be equal to V, which is the hypothesis of
theoretical model in recent years. But now it needs to
be corrected with our model. X, is the quadrature of
and X, is the

quadrature of coherent state after passing PBS.

coherent state after modulation,

2 Analysis of secret key rate in
reverse reconciliation

Fig.3 is the entanglement based scheme of
CVQKD which is
analysis™!. Mode B, and mode A are an EPR pair with
V' =Vcos’ 20. Mode E, and mode E, are also an EPR

widely used for theoretical

A A
pair with variance N. XB,, XE, are the quadrature of
mode B, and E,.

Fig. 3 Entanglement based scheme of CVQKD

A A A
Xy can be get from X, and X .

XB=JTX, + /I TX, 0
The variance of mode B is as follows.
Vy=TV+O0—TN (8
The conditional variance is defined as follows.

. XY
Viy=V(XD Vo 9

The conditional variance Vi, , from Eq. (8) and
Eq. (9) .is as follows.

Vepa=T+UO—T)N (10)

After getting V and Vy,, » the mutual information
between Alice and Bob can be attained.
Vi
Viia

The Holevo bound obtained by Eve can be
1[10*11:

I/\,g:%log2 (1D

calculated by using entangling cloner mode , and
then the secret key rate shared by Alice and Bob can be
get. From Fig. 3, we can get
&El:ﬁj}};ﬂ*«/lij‘)/\(“‘ 12)
Thus, the variance of mode E, is given by
Ve, =0—T)V'+TN (13)
And from Eq. (9) and Eq. (13) the conditional
variance V4 can be calculated as
Via=—T)+TN (14)

! . . .
Hence, Eve's covariance matrix can be obtained as

follows.

YE(V/,V/):(VE‘ a}ii‘E,}):(VE‘I ZE‘E,,az) (15)
OLE, YE ZE‘ E Oz NI

whert= (1 Voo = (1 0 )z = /TN

orr 1s the covariance matrix between mode E, and
mode E,.

Before analyzing secret key rate of CVQKD, it's
necessary to introduce two mode Gaussian states!?’,
The covariance matrix of two-mode Gaussian states is a

. . . A CT
4 X4 matrix which can be depicted as 6= <C B

and B, 2 X2 matrixes, are the reduced states of system

). A

A and system B, while C is the classic association
between A and B. The symplectic eigenvalue of ¢ can
be get from Eq. (16)

_._\/f
Ai:N/Aaf Ac; 4det o (16)

where det means the determinant of matrix , Ag = det A +
detB+2detC.

Hence, using Eq. (15) and Eq. (16), the
symplectic eigenvalue A,, A, of 7 (V',V') is easy to
attain. So the von Neumann entropy of Eve's state is

given by

S(E):G(A12_1>+G(A22_1) an

where G(x) = (x+1Dlog, (x+1) —xlog, x.

¥ can be obtained by the conditional covariance

matrix
yg”:}/E_U’II;‘“EJB(X}IBX>MPGE‘E28 (18)
1 0
where X = <O 0)’ oren — (ZeplsZewoz)s Zep =

VT—=T) (N—V’),ZEJBZ V1—T /N*—1 .

Y}F( can be depicted as follow format.
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¥ F o M
F H" 1.8 and N=1 in Fig. 5.
¥s :( ) (19) .
H G ]OU
7 , — Perfect FM
v, — E B N— Zgp 0 R Imperfect FM
where F=| 7V, , G= Vi ) E
0 Ve 0 N Z
' £
ZE L ZF‘ l;ZEl B 0 'Q"é 10! A B
H= ‘ Vi Y )
-
O ZE E, §
Using Eq. (16), the symplectic eigenvalue A;, A, 2
of )/f;( can bet get. Hence, the von Neumann entropy is 102

as follows.

(20)

S(E\B):G«h;l)JrG(A“;l)

Finally, the mutual information between Bob and
Eve, from Eq. (17) and Eq. (20), is as follows.

1w =S(E)—S(E|B) (21)

So the secret key rate for reverse reconciliation is
given by

Rq :IIU,*X“E (22)

The loss of secret key rate is defined as follows.

Ry, =RY(V)—R* (V") (23)

RY (V) is the secret key rate with perfect FM,
RY (V") is the secret key rate with imperfect FM, and
R, means the difference between R (V) and R? (V).

First, the secret key rate with perfect FM and that
with imperfect FM are analyzed. §=5°, V=2 and N=1
are used in the following computation. From Fig. 4,
RY (V) is greater than R¢ (V’). The dotted line is
RY., the loss due to using imperfect FM. The result
shows Faraday mirror’ s imperfection will reduce the

secret key rate.

0.5

| Perfect FM
D g T Imperfect FM
= 04 1 v The difference
!\3- L
s 03¢}
b
£
E’ 02+
B
3 01}

0 [ — —
L 02 04 06 08 10

Channel transmission 7'

Fig. 4 The secret key rate with perfect FM and that with
imperfect FM

The

efficiency have such relationship T = 10", where

= 0. 2 dB/km. FM, the

transmission distance will be cut short. To get the

same secret key rate 0. 1, the transmission distance

transmission distance and transmission

If we use imperfect

with imperfect FM is almost 1km less than that with
perfect FM as point A and point B show in Fig. 5,
which can’t be neglected in project. We use =5°,V=

0 10 20 30 40 50 60 70 80
Distance/km

Fig.5 Transmission distance with perfect FM and that
with imperfect FM

Then, the relationship between the secret key rate
and modulation variance is discussed. From Fig. 6, R,
will become less if V' becomes greater. When V is 500
and T(0. 8, R, is nearly zero as the fourth curve
shows. Hence, R, is inversely proportional to V and
proportional to T. When T is little, the influence of
imperfect FM is little, the

influence of imperfect FM is little. Hence, in practical

and when V is great,

experiments, great modulation variance is suggested.
But the limited by the

photoelectric modulator, which is finite. The influence

modulation variance is

can't be removed by increasing V without limitation.
The first curve is the secret key rate loss while using
imperfect FM and V=2, Then we use V=10 , the
second curve, the secret key rate loss is less than the
former. This shows the modulation variance value is
more importance than FM's precision. It is because
modulator is more adjustable, which can range from 2

to 500. But the range of FM ' s rotation angle is only

0.025
%V=2
V=10
0.020+  ®r=50
@r=500

0.015

0.010

0.005

Secret key rate loss(bits/pulse)

0 02 0.4 0.6 0.8 1.0
Channel transmission 7’
Fig. 6 The loss of secret key rate with different modulation
variances =5°
from 40° to 45°.

Last, how the size of FM's rotation angle affects
secret key rate is discussed. From the result, the
secret key rate is inversely proportional to §. When 0
becomes greater and T>0. 4, the secret key rate that

Alice and Bob attain becomes less as shown in Fig. 7.
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To look more obviously, the curves, from T=0.5 to
T=0.6, are enlarged as shown in the illustration of

Fig. 7, which clearly proves the conclusion.

0.8 F .

, 034 § y
2 071 E;0.32
E 067 % 030
fé 05F & 028 , :
5 0.50 0.55 060 7
§ 0.4r Channel transmission ,‘/"‘/ T
g 03t ]
g 02f . 0=0°
“ 01} e

_____ 9:60
0 L I 1
0 0.2 0.4 0.6 0.8 1.0

Channel transmission 7

Fig. 7 The secret key rate when FM has different rotation
angles V=3

The situation of secret key rate with imperfect FM

in direct reconciliation is almost the same as that in

reverse reconciliation. Hence, it' s not necessary to

repeat once again.

3 Conclusion

It's shown that using FM with imperfection in
practical system will reduce the secret key rate which
can be reached with perfect FM. It's suggested to
consider the FM' s rotation angle in the theoretical
model as part 3 shows, which will make the analytic
model more rigorously. The influence of FM can be
reduced if the modulation variance is great, such as V
=500 or the transmission distance is long. This is
suggestions to get higher secret key rate. Firstly,
using FM with rotation angle closed to 45° as far as
possible. Using photoelectric polarization controller to
change the signal’s polarization angle is also a choice.
Secondly, as soon as the communication system is set
up, Alice had better to detect the practical rotation
angle of FM which can provide data to correct the
modulation variance. If not considering the FM' s
imperfection, Alice and Bob will be surprised to find
the communication system can’t attain the secret key

rate which is designed in laboratory. Thirdly, it's

advised to use great modulation variance in practical

system if modulator allows.
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