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This paper presents a theoretical benchmark analysis of selected two-way continuous-variable
quantum key distribution (CV-QKD) protocols over fast-fading channels. For uniformly fluctuating
transmissivity, a non-CSI benchmark treatment evaluates the mutual information term at the worst
transmissivity and averages Eve’s information over the fading distribution. Closed-form asymptotic
key-rate formulas are derived for specific two-way protocols in the large-modulation regime. The
framework also applies to CSI-enabled averaging and truncated log-normal weaksturbulence fading.
Numerical results show that, within the adopted ideal asymptotic setting,the evaluated two-way
RoR? benchmark retains a broader positive-key-rate region than the corresponding one-way RoR
benchmark under uniform non-CSI fading. CSI-enabled averaging andisthe weak-turbulence exten-
sion further characterize the behavior of the selected two-way benchmarkswunder different channel-
knowledge and fading conditions. Overall, these results characterize the performance of the selected
two-way protocols across the adopted fast-fading benchmark.settings.

I. INTRODUCTION

Quantum key distribution (QKD) [IH3] allows two re-
mote users to establish shared secret keys by transmitting
quantum states and exploiting measurement-induced dis-
turbance to detect eavesdropping. Eavesdropping is'as-
sessed through parameter estimation, usually including
channel transmissivity and excess noise |2, 4., Recent
advances have extended QKD to long-distance,optical=
fiber and free-space links, including satellite-to-ground
continuous-variable QKD [5]. Secure key. distribution has
been demonstrated over distances of hundreds of kilome-
ters using fiber optics [0, [7] and even_over thousands
of kilometers using satellite-based quantum cemmuni-
cation [8]. Recent free-space quantum communication
studies further identify diffractionsatmospheri¢ extinc-
tion, turbulence, pointing errors, background noise, and
trust assumptions as important factors in realistic secu-
rity analyses [9HIT|. Atmospheric fluctuations in free-
space links introduce channel variability and motivate
the fast-fading analysis developed bhelow.

QKD protocols are generally divided into discrete-
variable QKD (DV-QKD),and continuous-variable QKD
(CV-QKD). CV-QKDmachievesdeompetitive key rates
over urban-area distances through coherent detection
and is compatible with standard eemmunication devices
and receiver architectures {12HI4]. In CV-QKD, two-
way schemes/employ a,round-trip channel configuration
and can improve loss and noise tolerance relative to
one-way schemes, [I5 16]. This motivates examining
whether the advantage of the two-way architecture per-
sists under rapidly fluctuating transmissivity when in-
stantaneous,channel knowledge is unavailable [I7].

Fixed-channel analyses of two-way CV-QKD usually

*113142153489@163.com

assume,static or slowly varying transmissivity, whereas
free-space atmospheric turbulence causes rapid and ran-
dom/transmissivity fluctuations. These channel dynam-
ics/can lead to fast-fading effects and increased channel
uncertainty [I8-23]. It is difficult under these conditions
to obtain accurate instantaneous channel state informa-
tion (CSI).

In the present setting, two-way CV-QKD is studied
over fast-fading channels when legitimate parties lack in-
stantaneous CSI. To examine this regime, the non-CSI
fast-fading treatment is applied to the established fixed-
transmissivity two-way CV-QKD key-rate formulations,
yielding closed-form asymptotic benchmark expressions
for selected two-way protocols. The obtained results
characterize the performance of these protocols within
the considered fast-fading benchmark framework. Apply-
ing the non-CSI fast-fading treatment to the established
fixed-transmissivity formulations extends the benchmark
analysis to fluctuating channels while retaining the un-
derlying two-way security model and the fast-fading pre-
scription from previous studies.

The remainder of this paper is organized as follows.
Section [[I|reviews the fixed-transmissivity two-way pro-
tocol and the fading models and eavesdropping models
used as background. Section [[TI]incorporates the non-CSI
fast-fading treatment into the two-way protocol and for-
mulates the corresponding key-rate criterion. Section
derives the secret key rate. Section [V] presents numerical
results, and Section [VI] concludes the paper.

II. BACKGROUND MODELS
A. Fixed-Transmissivity Two-Way Protocol

Protocols for continuous-variable quantum key dis-
tribution (CV-QKD) are commonly formulated in the
prepare-and-measure (PM) framework [24]. Two-way
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CV-QKD uses a round-trip configuration of the quan-
tum channel, a feature that can improve noise tolerance
and security thresholds relative to one-way schemes. The
present setting follows the representative two-way proto-
col introduced in Ref. [I5]. The entanglement-based (EB)
representation is adopted for security analysis, being
mathematically equivalent to the prepare-and-measure
(PM) description.

The static two-way model treats the forward and back-
ward transmissions as two sequential uses of a thermal-
loss channel with the same transmissivity 7.

Bob first prepares a zero-mean two-mode squeezed vac-
uum (TMSV) state (By, Bz) with variance . Its covari-
ance matrix (CM) is

:U/H V ,U/2 -1 Oz
V = 1
B1 B, (m% I ; (1)

where I = diag(1,1) and o, = diag(1,—1). Bob keeps
mode B; and measures it via heterodyne or homodyne
detection [25]. The other mode By goes to Alice through
the forward thermal-loss channel with transmissivity 7
the received mode is Bj.

Alice encodes her classical variable on Bj by mixing it
with the mode Ay of a local auxiliary EPR state at the
modulation beam splitter in the EB representation [26]-
The beam-splitter transmissivity is denoted by 7, distinet
from the channel transmissivity 7', and the output modes
are

01:—\/1—T]Bé+\/77142, (2)
CQ :\/ﬁBé+\/1—T]A2.

Alice performs heterodyne detectional the retained
auxiliary mode Aj; this measurement outcome is the
displacement variable in the M picture/via the EB-
PM equivalence [26]. In the,EB representation, the
displacement-modulation limit is obtained by taking the
modulation beam splitter to be highly transmissive, n —
1, together with a correspondingly large auxiliary EPR
variance. From Eq. , the coefficient of the incoming
mode B approachés unity, /i — 1, while the weakly
coupled auxiliary [contribution /1 — n As provides the
Gaussian displacement in the equivalent PM description.

Output mode C5 then'returns through the backward
channel and(becomes{@). Bob heterodynes C} and ob-
tains the raw data for classical post-processing. In the
asymptetic securitymodel adopted here, channel loss and
injected noise are attributed to Eve, and Eve is assumed
to hold “a purification of the joint state shared by Alice
and Bob [27].

Thisy fixed-transmissivity description serves as the
protocol-level baseline. The next subsection recalls the
fading and Gaussian-attack models, which are later in-
corporated into this two-way structure in Sec. [[TI]

2
B. Fading and Gaussian Attack Models

Atmospheric turbulence induces fluctuations in the
transmissivity of free-space optical links [19]; hence the
channel transmissivity often appears as a ramdom pa-
rameter. Uniformly distributed transmissivity has been
considered as a benchmark medel in previous studies
of fading CV-QKD channels, [20,028]. This, uniform-
transmissivity model was ,subsequently discussed and
contrasted with a physically derived satellite fading dis-
tribution by Dequal et @l. [5]. Aceordingly, the uniform
distribution is adopted here asfa controlled theoretical
benchmark. Its bounded support permits a transparent
comparison among differentsprotocols and allows the in-
fluence of rapid transmiissivity fluctuations to be isolated
before considering the more physically motivated trun-
cated log-normal weak-turbulence model. Previous fast-
fading CV-QKD analyses adopt a benchmark prescrip-
tion in whichithe legitimate-party correlation is evaluated
at a worstrease tranSmissivity, while Eve’s information is
averaged over the fading distribution.

The \ fading distribution specifies how the channel
transmissivity 7' varies, whereas the security analysis
additionallygrequires a model of Eve’s interaction for
each instantaneous channel realization. For Gaussian-
modulated protocols, the states and correlations result-
ing from this interaction can be characterized by covari-
ance matrices. Collective-attack reductions provide a
standard asymptotic security framework for QKD [29].
Under a fixed covariance-matrix constraint, the Gaus-
sian optimality theorem allows Gaussian attacks to be
used to upper-bound Eve’s Holevo information [30} [3T].
Collective Gaussian attacks are therefore adopted here as
benchmark attack models for the asymptotic analysis.

In the two-way architecture, Eve may interact with
both the forward and backward transmissions. For
the fixed-transmissivity benchmark formulas used be-
low, the independent one-mode Gaussian-attack model of
Ref. [15] is adopted, in which each channel use is attacked
by a separate entangling cloner. Correlated two-mode at-
tacks between the two channel uses are not included in
the present benchmark analysis.

The entangling-cloner representation is adopted to de-
scribe Eve’s interaction with the two channel uses [I5].
Eve injects ancillary modes F; and FEs into the forward
and backward paths, respectively. For each channel use,
E; is one mode of an EPR pair with variance W, while
the corresponding idler mode E! is retained by Eve. Af-
ter the beam-splitter interaction, the ancillary output is
denoted by E;, and Eve may retain both E/ and E}’ for a
subsequent collective measurement. For the independent
one-mode Gaussian-attack benchmark considered here,
the injected modes F; and Fs are initially uncorrelated,
while each FE; remains correlated with its retained idler
E!.

These fading and eavesdropping assumptions are used
in the non-CSI fast-fading formulation of the following
section. Their covariance-matrix representation is intro-

duced in Sec. [V-Al
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IIT. NON-CSI FAST-FADING TREATMENT
FOR THE TWO-WAY PROTOCOL

A. Integration of Fast Fading into the Two-Way
Protocol

This subsection specifies the assumptions required to
incorporate fast fading into the fixed-transmissivity two-
way protocol described in Sec. [[I-A] In the non-CSI set-
ting considered here, the legitimate parties cannot ac-
cess the instantaneous channel realization for each round
trip and can only estimate the transmissivity distribution
p(T) [20]. In practice, CSI requires sufficiently accurate
and timely estimation or tracking of the instantaneous
transmissivity. When such information is available, it
can be used for each channel realization before averaging
the resulting key-rate contribution over p(T); otherwise,
the non-CSI evaluation relies only on the fading statistics.
Channel randomness is therefore incorporated by treat-
ing the transmissivity of each round trip as a random
variable drawn from the distribution p(7"). Under the
non-CSI assumption, the benchmark prescription sum-
marized in Sec. [[I-B] is applied using the transmissivity
distribution p(T).

The analysis is performed in the large-modulation
asymptotic regime, with the modulation variance taken
to the limit V' — oo. This limit enables the closed-
form asymptotic key-rate expressions derived below. The
restriction of these expressions to ideal recomeiliation,

B =1, is discussed in Sec. [[V-A]

Atmospheric-channel reciprocity provides the basis
for relating the forward and backward propagation
paths [32], while the influence of temporal delay on this
reciprocity has been analyzed in Ref. [33]. Accordingly,
the propagation time of a single round trip is assumed to
be shorter than the characteristic evolution time of at-
mospheric turbulence, so that the ¢hannel can be treated
as approximately quasi-static over oneaound trip. Under
this condition, the shared-tramsmissivity approximation
is adopted

T A TH =0, 3)

The shared realization applies only within a single
round trip; across successive rounditrips, 7 varies ac-
cording to p(T)s

Irreducible two-mode attacks associated with channel
memory may require additional countermeasures, such as
ON/OFE switching.-These mechanisms are not included
in the primary fast-fading analytical model and remain
for future theoretical extensions.

The resulting fast-fading channel model is illustrated
i Fig. [T

The next subsection presents the integrated protocol
and specifies how fast-fading randomness enters the key-
rate expression.

AUTHOR SUBMITTED MANUSCRIPT - PHYSSCR-154430.R2
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Figure 1. Two-way CV-QKD over @ fast-fading channel. Both
forward and backward-transmissions experience fading. In the
present model, a single round.trip satisfies Tl(i) ~ TQ(i) =7,
while T® varies acrossdound trips according to p(T).

B. Two-Way Fast-Fading Protocol and Key-Rate
Formulation

The fixed-transmissivity two-way protocol described
in Sec.[[I-4] is adopted under the non-CSI and shared-
tramsmissivity assumptions established above. Alice’s
encoded wamniable X, and Bob’s decoding variable Xp
form the correlated raw data used for reconciliation.
For homodyne detection, the corresponding quadrature
variables are correlated, whereas for heterodyne detec-
tion the two-dimensional variables X4 = {Qa, P4} and
XpB={Qp, Pp} are used. Across successive round trips,
the transmissivity 7 varies according to p(T), and
the legitimate parties rely on this statistical distribution
rather than on individual instantaneous realizations.

The asymptotic secret-key rate under fast fading com-
bines the mutual-information term I4p and Eve’s cor-
responding Holevo information yg [13, [34]. Here, I4p
denotes the mutual-information term for a chosen mod-
ulation and detection scheme and reconciliation direc-
tion, while xg denotes Eve’s Holevo information under
the Gaussian attack model considered in Sec. [[Il Fast
fading imposes an asymmetric treatment of these two
terms [20, 27]. The term I4p is evaluated at the worst-
case transmissivity Thin, whereas xg(T') is evaluated for
each instantaneous transmissivity and then averaged over
the fading distribution. The resulting fast-fading secret-
key rate, denoted by Ky, is therefore written as

Trax

Kit = BLap(Tosn) / p(T) xu(T)dT.  (4)

Tmin

Here, f3 is the reconciliation efficiency, and [Tmin, Tmax]
denotes the support interval of the channel transmissiv-
ity. In Eq. , xe(T) is evaluated for each instantaneous
transmissivity within the support of p(7") and then av-
eraged over the fading distribution. The averaged quan-
tity [ p(T)xg(T)dT is not generally a worst-case upper
bound on Eve’s information for every individual fading
realization. Accordingly, Eq. provides an asymptotic
distribution-level benchmark under the adopted fading
statistics and Gaussian-attack model.
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For the uniform fast-fading model, the probability den-
sity is

1
)
Tm ax — Tmin

For later use, the notation AT := Thax — Tmin 1S intro-
duced, so that Tiyax = Tmin + AT. Only intervals satisfy-
ing Tiin + AT < 1 are used, so that the sampled trans-
missivity remains within the physical range 0 < T < 1.

This subsection completes the formulation of the two-
way fast-fading model. The next section derives explicit
expressions for I4p(Tmin) and xg(T) from the two-way
protocol and the one-mode Gaussian-attack model im-
plemented by independent entangling cloners introduced
in Sec. [[I} The shared-transmissivity condition in Eq.
and the benchmark key-rate prescription in Eq. are
then used to obtain the key-rate expressions for the sub-
sequent numerical comparisons.

p(T) = T e [Trnirn Tmax}~ (5)

IV. SECURITY ANALYSIS AND KEY RATE

In this section, the covariance matrices required for
the security analysis are derived from the eavesdropping
model introduced in Sec. [l The selected benchmark
set includes both direct-reconciliation (DR) and reverse-
reconciliation (RR) cases under the asymptotic assump-
tions specified below.

A. Asymptotic Regime and Covariance-Matrix
Formalism

The analysis is conducted in the entanglement-based
(EB) representation. The EB variances are assumed to
approach infinity (V4 = Vg — o0) in accordance with
the large-modulation setting introducedsin,Sec. [IT-A]
alongside the assumption of ideal/recongiliation (8 = 1).
For compactness, the common asymptotic variance is de-
noted by V, ie., V4 = Vp'=(V. Thelarge-modulation
limit and ideal reconciliation‘are mathematically coupled
in the present asymptoticsderivation.For the protocols
considered here, the large-modulation limit is used to ex-
tract the leading contributions in the key-rate expres-
sions. Following therstandard large-modulation treat-
ment adopted in agymptotic CV-QKD analyses [I5], the
mutual-information  and Eve-information terms exhibit
the same leadingdarge-modulation behavior. Under ideal
reconciliation’ efficiency 8 = 1, the corresponding lead-
ing contributions cancel, yielding the finite asymptotic
closed-formwexpressions used below. For 8 < 1, this
cancellation is incomplete, and the key rate should be
evaluated with a finite modulation variance and the cor-
responding,reconciliation efficiency, as both parameters
affect the contributions from the mutual information
and Eve’s_information. Accordingly, all key rates, cut-
off thresholds, and protocol comparisons reported in this
work are restricted to the ideal V' — oo, 8 = 1 bench-
mark.

4

For a fixed instantaneous transmissivity 7', the interac-
tion between an input signal mode a;, and Eve’s ancillary
mode é, € {E, E2} is represented by the beam-splitter
transformation [I5]

dout = VT @in + VI T &5 (6)

For the independent one-mode,Gaussian-attack bench-
mark introduced in Sec. [I-Blpthe injected modes E; and
FE) are initially uncorrelated.thermal modes with variance
W. Their reduced input covariance matrix is

Wils, 0
CE N ( 0 W]I)'

Here, W > 1 is Eve’sraneillary thermal-state variance
and [ is the 2 x 2'identity matrix. Each injected mode F;
is purified by thecorresponding idler E! retained by Eve
and remains correlated with it through the covariance
term VW2~ 10,.

Bob’s EPR. wvariance is denoted by Vi [35]. In the
quadrature-space eovariance-matrix representation, the
same. forward ‘signal-ancilla interaction is described by
the symplectic transformation

. ( VT,

(7)

wad(T) =

V- T

—1=TI, TI,

The backward interaction within the same round trip
follows the shared-transmissivity condition in Eq. and
istherefore described by the same symplectic transforma-
tion,

Stwd(T) = Sewa(T). 9)

This two-way evolution determines the covariance ma-
trices required for the subsequent security analysis at
each fixed realization T. Under the adopted one-mode
Gaussian-attack model, the two entangling cloners are
independent at the input stage, while the sequential
propagation of the signal through the forward and back-
ward channel uses can generate correlations among Eve’s
output modes. These correlations are retained in the
covariance-matrix description below. The system adopts
the mode ordering (EY, EY, ES, EY), where E! designates
the output ancillary mode after the beam-splitter interac-
tion and E denotes the retained idler mode. The output
covariance matrix of Eve’s modes takes the form

el ¢o, xIo O

oo, Wly 0o, 0

XI[Q 00z ")/HQ qf)O’z ’
0 0 ¢o, Wiy

VR U(T) = (10)

where

@)

={1-T)Vp+TW, (11)
=—yT(1-T)W -Vp), (12)
=1 -T)(W?-1), (13)
=T1-T)Vg+(1-T+T*W, (14)
=/T(W2-1). (15)

ACHIES BN et
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These fixed-T' variables supply the essential compo-
nents to evaluate the Holevo bound alongside the corre-
sponding mutual information between the legitimate par-
ties. The subsequent subsection integrates these param-
eters into the fast-fading key-rate framework established

in Sec. [IIl

B. Uniform Fast-Fading Secret-Key Rates

This subsection specifies the fixed-transmissivity com-
ponents required for the evaluated two-way protocols
based on the general fast-fading prescription in Eq. .
The uniform density defined in Eq. () explicitly reduces
the Eve-information average in Eq. (4] to

Trax 1 Trin+AT
[ sy = [ ey, o)
Tmin Timin

Thus, for each protocol considered below, the mutual-
information term is evaluated at Ty,;,, while the corre-
sponding Eve-information term is averaged over the uni-
form fading interval.

For clarity, the superscripts DR and RR denote direct
and reverse reconciliation, respectively; ® denotes collec-
tive protocols, while labels without ® denote individual
protocols. The superscript 2 in Hom? and Het? denotes
the corresponding two-way protocols.

Standard two-way analysis provides a broader cata~
logue of fixed-transmissivity rates [I5]. The presemt-anal-
ysis applies the uniform fast-fading prescriptionsto the
four two-way rates used in the subsequent numerical com-
parisons. These are the two collective‘direct reconcilia-
tion (DR) rates, ®Hom* and ®@Het?, and the two indi-
vidual benchmark rates, Het? in DR and Hom?in RR.

The remaining four cases are not expanded explicitly.
Collective RR cases, @Hom?-RR and ®HQ‘52—RR, are not
selected because the corresponding I'( B:£) bound is gen-
erally too large to give a useful comparison|in the stan-
dard two-way analysis [I5}. ZFhe individual Hom?-DR
case is not listed separately because it coincides with
the collective homodyne DR, expression in the asymp-
totic setting considered Here |15} The individual Het?-
RR case is not includedsin the closed-form benchmark set
adopted for the present numerical simulations.

Here R denotes afsecret-key rate. All quantities in the
following fixed-transmissivity decomposition are evalu-
ated at a fixed transmissivity 7. Standard two-way anal-
ysis organizes(the individual and collective key rates as
I15]

R(T)I(XA:XB){§E§2237 EE, an
e (050w

Here, X4 and Xp are Alice’s and Bob’s classical vari-
ables, while B denotes Bob’s quantum system. In partic-

AUTHOR SUBMITTED MANUSCRIPT - PHYSSCR-154430.R2

ular, the collective reverse-reconciliation term involves
I(B:E) = Sg + Sk — Sp#. (19)

For the individual benchmarks with Gaussian classical
variables, the mutual information between Alice and Bob,
I4p(T) = I(X4:Xp), cangbe written, in the variance-
ratio form

1 V(L)

fan() =38 v,

(20)
where Vp(T) is the variance of Bob’s decoding variable
and Vpa(T) is the conditional\ variance given Alice’s
encoding. A two-quadrature decoding variable directly
sums the independent quadrature contributions.

For Gaussian 'states, von Neumann entropy is com-
puted from thésymplectic.eigenvalues of the correspond-
ing covariance matrix [2)136]. If the relevant symplectic
spectrum is denoted by, {v;}, then

h _Zc—i—ll rz+1 x—ll T —
(@)= —5—logy —— — —5—logy —

When Eve’s information is evaluated as a Gaussian
Holevo quantity, xx(T') denotes Eve’s information asso-
ciated with the reconciled variable or system K and can
be written as

xx (1) = Yo h(ED) = h( @), @)

(22)

where {vF(T)} is obtained from Eve’s unconditional co-

variance matrix and {DjElK(T )} is obtained from Eve’s
covariance matrix conditioned on K. Here, K denotes
the variable or quantum system used to condition Eve’s
state: K = X4 for direct reconciliation; for reverse rec-
onciliation, K = Xpg for the individual benchmark and
K = B for the collective benchmark. The following
closed-form expressions use the asymptotic setting spec-
ified in Sec. [V-Al

The subsequent derivation initially introduces the
homodyne-type mutual information term

1 TV
Thom2(T) = 3 log, a—mw: (24)
This term is used for the collective ®@Hom? direct-
reconciliation rate and for the individual Hom? reverse-
reconciliation benchmark.
The mutual information term for the collective two-
way homodyne protocol under DR is given by

PR [@Hom®|(T) = Inome () (25)
The corresponding Eve-information term is

V(1-T)

arTw T h(W).  (26)

1
KPR EHom?|(T) = - log,
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The resulting uniform fast-fading benchmark expression
is obtained by applying Eq. (4) to the above fixed-
transmissivity quantities:

1 Tmin

RR®[®@Hom?] = ~ logy —e— — h(W)
2 1- Tmin (27)
D (Tinin + AT) — &(Thnin)
2AT In?2 ’

where
PT)=1-T)ln(1-T)+(1+T)In(1+T). (28)

For the collective two-way heterodyne protocol under
DR, denoted by RER[Q@Hetz], both the mutual informa-
tion and Eve-information terms are twice their homodyne
counterparts:

IPR[@Het?|(T) = 2Lome (), (29)
X" @Het?)(T) = 2x”F [@Hom?|(T). (30)

The resulting uniform fast-fading benchmark expres-
sion is obtained by applying Eq. to these fixed-
transmissivity quantities:

DR 2 Tinin

min (31)
+ é(Tmin + AT) - @(Tmin)

ATIn?2

Individual-protocol benchmarks are adoptéd from,the
fixed-transmissivity closed-form rates of the standard
two-way analysis and inserted into the same fast-fading
prescription. For the individual two-way heterodyne pro-
tocol under DR, the auxiliary function D(T). is defined
as

D(T)=1+T%+(1— TZ)Q (32)

The mutual-information term is

TPR[Het?)(T) = log, % (33)

The corresponding Eve-information term is

eV (1-T)

XPH [Het?)(T) =log, SaET)

AW, (34)

The resulting uniform fast-fading benchmark expres-
sion is obtainéd by applying Eq. to these fixed-
transmissivity quantities:

= log, _ 2Tmin
eD(Tmin)
®<Tmin + AT) B (I)(Tmin)

* ATIn2 ’

REE[Het?] —h(W)

(35)

The mutual-information term for the two-way homo-
dynedindividual protocol under RR is given by

" [Hom?|(T) = Iyome (T)- (36)

6
The corresponding Eve-information term is
1 TV(1<T)
RR 2
Hom*|(T") = = lo
X Hom[(T) = 5 logy gy e ey (37)

+ h(W).

The resulting uniform fast-fading RR benchmark expres-
sion is obtained by applying Eq. to therabove fixed-
transmissivity quantities:

Tmin
= —— — h(W
1— T2 ( )

min (38)
\Il(Tmin + AT) - \P(Tmin)

2ATIn?2 ’

1
RE‘R [HomQ] =3 logs

where

1
U(T)=ThhT —=®T)= (T - 2) In(1 -7 +T?)
(39)
27 —1
+ T'=n/3 arctan ———.
V3
These four expressions provide the key-rate quanti-
tiesusedin the numerical comparison under the uniform
worst-case fast-fading model. Extensions involving CSI-
assisted processing and turbulence-distributed transmis-
sivity are introduced in the following subsection by mod-
ifying the treatment of the transmissivity distribution.

C. Extension to CSI and Weak-Turbulence Fading

This subsection extends the preceding framework to
CSl-assisted processing and atmospheric fading statis-
tics relevant to free-space channel modeling [37]. The
non-CSI formulation remains the primary distribution-
level benchmark considered here. The CSI-enabled case
is introduced as a complementary idealized benchmark
where the instantaneous transmissivity is tracked.

The key rate is averaged over the transmissivity distri-
bution in the presence of CSI:

- 1 [Tom+AT
K& =57 [ 1las®) ~ xe(@)] T, (10)

The CSI expression averages the full instantaneous
key-rate contribution, in contrast to the non-CSI pre-
scription. For weak-turbulence fading, these two pre-
scriptions are implemented using the transmissivity dis-
tribution P(T') introduced below. The received irradi-
ance is modeled as log-normal under weak atmospheric
turbulence [38, 39]. The scintillation index is defined by
IS

0f = —2> — 1. (41)

IfInl ~N(ur, 08 ), then

(%)

ke exp(oiyg)s Oy =In(l+07). (42)
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The transmissivity fluctuation is modeled as propor-
tional to the normalized irradiance fluctuation,

1
T=Ty—. (43)
(I)
Under the weak-turbulence assumption, the untruncated
log-normal density of T is

1 (InT — M)Q}
Pn(T) = ————exp |- S22 TR pa,
D) = 4 o p[ 20 (44)
with
o2
o? =1In(1 +0?), M:lnTO—?. (45)

Here, 02 is the scintillation index and Tj is the nomi-
nal transmissivity of the underlying untruncated weak-
turbulence model.

For the numerical weak-turbulence analysis, the nom-
inal channel loss is defined as L = —101log;, 7Tp.

The log-normal density is truncated and renormalized
over [11,, Ty] to confine the transmissivity within a phys-
ical interval, where

0< T, <Ty<1. (46)

Here, 11, and Ty denote the lower and upper trunca-
tion bounds of the log-normal weak-turbulence distribu-
tion and define the transmissivity interval retained after
truncation. The notation Ty, and Ty i reserved for
the support bounds of the uniform fast-fading medel.

The truncated density is

Pix(T)
Tu ’
PLN ((E) dx

P(T) = T e [Tu, Tl (47)

Ty

The truncation does not rescale thé variable Ty but only
renormalizes the probability density and changes the re-
sulting moments. The domain, Dy isdefined as [17,, Ty]
in this turbulence model.

For the numerical simulations,the truncation bounds
are set to Ty, = 107% and =1 — 107°.

For the non-CSI weak-turbulence case, the same
distribution-level prescription is retained, with the uni-
form density p(T)«replacednby the truncated weak-
turbulence density’ P(T). Aceordingly, the outage-based
operating transmissivity Ty,¢ is defined by

TWC
P(T) dT = cous. (48)

Ty,

The mutual-information term is then evaluated at Ty,
while Eve’s information term is averaged with respect to
P(T) overi1y,, Ty]. Since realizations with T < Ty, oc-
cur with probability c,ut, Twe should be interpreted as
an outage-based operating point rather than as the min-
imum' transmissivity of every channel realization. The
resulting weak-turbulence rate is therefore used here as
an outage-based distribution-level benchmark.
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With this construction, the fixed-transmissivity quan-
tities derived above are reused directly, and the extension
enters through the choice of P(T') and the associated av-
eraging prescription.

V. NUMERICAL SIMULATIONS AND
PERFORMANCE ANALYSIS

Fast-fading key-rate expressions derived in Sec. [[V] are
evaluated numerically in this seetion. Simulations fo-
cus on two aspects: [the performance comparison be-
tween the two-way RoR? benchmark and the correspond-
ing one-way RoR denchmark-under uniform fading, and
the behavior of the evaluated two-way benchmarks un-
der different channel-knowledge assumptions and fading
statistics. Sec.[VZA] givesithe common simulation setup.
Sec. [V-B| establishes the non-CSI uniform-fading baseline
through a direct comparison between the one-way RoR
and twosway ROR’Mbenchmarks. Sec. examines the
effect(of CSl-assisted averaging on the positive-key-rate
region, whereas Sec. [V-D] examines the positive-key-rate
behaviorrof the evaluated two-way benchmarks under
truncated lgg-normal weak-turbulence fading. Finally,
SecdV-E|combines CSl-assisted averaging with the weak-
turbulence model to provide an idealized CSl-assisted
benchmark.

A. Simulation Setup and Threat Model

A common benchmark setting is adopted to compare
the evaluated Het® and Hom? protocols [40]. The simu-
lations use the key-rate framework developed in Sec.
under the asymptotic conditions specified in Sec. [V-A]

Table [ summarizes the simulation parameters used in
the numerical comparisons, including the fading, noise,
and protocol parameters. The numerical simulations
adopt the shared-transmissivity condition in Eq. and
the fading distributions defined in Sec. [V-C]

The fading statistics are parameterized by either the
uniform transmissivity width AT or the scintillation
index o7 of the truncated log-normal weak-turbulence
model. The weak-turbulence simulations use the trun-
cated log-normal distribution defined in Sec.

The parameter values in Table [[| are selected to define
consistent benchmark settings for the corresponding nu-
merical comparisons. The value V = 10° is used as a
sufficiently large finite value to numerically approximate
the asymptotic large-modulation limit V' — oco. The uni-
form fading width AT = 0.1 is selected as a represen-
tative benchmark width that has been used in previous
uniform fast-fading CV-QKD studies [20]. The scintil-
lation index 0% = 0.2 is chosen to represent weak scin-
tillation, consistent with the weak-fluctuation regime of
atmospheric optical propagation [I8]. The outage prob-
ability eous = 1072 is adopted as a representative outage
benchmark; target outage probabilities of this order have
also been considered in free-space optical communication



oNOYTULT D WN =

26

AUTHOR SUBMITTED MANUSCRIPT - PHYSSCR-154430.R2

studies [4I]. Within each numerical comparison, the pa-
rameters not under examination are kept fixed, so that
the observed differences can be associated with the proto-
col, channel-knowledge condition, or fading model being
varied.

Table I. Simulation Parameters Used in the Numerical Com-
parisons

Parameter Value
Modulation

V': large-modulation variance 106
Channel

AT: uniform fading width 0.1
a?: scintillation index 0.2
Noise

W: Eve’s ancillary thermal-state 1.01
variance

Protocol
B: reconciliation efficiency 1
Eout: outage probability 10~3

In the figure legends, Hom and Het denote homodyne
and heterodyne detection, respectively. Specific labels
RoD?, ReD?, and RoR? represent the two-way proto-
cols Hom?-DR, Het?-DR, and Hom?-RR, respectively.
The symbol ® explicitly identifies collective henchmarks,
whereas unmarked labels designate individual *bench-
marks. For the one-way RoR reference used in Fig. [2] the
fixed-transmissivity one-way RR key-rate,expression [15]
is incorporated into the same uniform mnon-CSI fast-
fading framework as the two-way benchmarks. »Specifi-
cally, the mutual-information term is evaluated at T iy,
while Eve’s information is averaged over@e same fading
distribution.

B. Baseline Performance under Uniform
Worst-Case Fading

Primary numerical résults from the uniform worst-case
fast-fading prescriptionn(Sec: appear in Fig. For
the uniform-fading simulations,,the horizontal-axis loss
is defined from the worst-case transmissivity as L =
—1010g¢ Tmin,<s0, that Tnin = 10~£/10 The one-way
RoR and twg-way RoR% benchmarks are plotted under
the same uniform non-CSI fading condition using the
common settingspecified in Sec. [V-A]

As shiown in Fig. 2] the one-way RoR benchmark ap-
proaches the zero-rate boundary near 7.10 dB, whereas
the corresponding two-way RoR? benchmark remains
positive up to approximately 7.50 dB. Thus, within the
adopted.uniform non-CSI benchmark, the two-way RoR?
benchimark retains a broader positive-key-rate region
than the corresponding one-way RoR benchmark. As
discussed in Sec. [[V-B] these two RR results correspond

8

100 L

1071

Secret key rate (bitg/pulse)

1041

0 1 2 3 4 5 6 7 8

Worst-case channel loss L (dB)
Figure 2. Secret-key-ratesbenchmarks for the one-way RoR
and two-way RoR? protocolsunder uniform non-CSI fast fad-
ing. The solid line denotes ‘the two-way benchmark and the
dashed line denotesthe corresponding one-way benchmark;
the shaded regionthighlights' the separation between the two
key-rate curves.

to individual=protocol analytical benchmarks rather than
collective-RR security benchmarks.

The difference between the two zero-rate boundaries is
specifie, to the present ideal asymptotic benchmark and
should not'be interpreted as a practical attenuation limit
or @s a general security guarantee.

C. Impact of CSI

This subsection examines the role of instantaneous
channel knowledge under the same uniform fading statis-
tics as the non-CSI baseline. Fig.[|compares the non-CSI
and CSI-enabled results for the two-way RoR? bench-
mark. As defined in Sec. [[V-C| the CSI case averages
the full instantaneous key-rate contribution over the fad-
ing distribution, whereas the non-CSI benchmark evalu-
ates the mutual-information term at Ti,;, and averages
Eve’s information separately. Both curves use the com-
mon benchmark setting specified in Sec. [V-A]

- —RoR?(CSl)
——RoR? (wor st-case)

Secret key rate (bits/pulse)

Channel lossL (dB)

Figure 3. Secret-key-rate benchmarks for the two-way RoR?
protocol under uniform fading, comparing the non-CSI pre-
scription with CSl-enabled averaging. The solid line denotes
the non-CSI benchmark and the dashed line denotes the CSI-
enabled benchmark; the shaded region highlights the separa-
tion between the two key-rate curves.

Page 8 of 11



Page 9 of 11

oNOYTULT D WN =

As shown in Fig. [3 the non-CSI RoR? benchmark ap-
proaches the zero-rate boundary near 7.50 dB, whereas
the CSl-enabled curve remains positive throughout the
simulated loss range up to 10 dB. Since the CSlI-assisted
curve does not reach the zero-rate boundary within this
range, no numerical CSI cutoff is assigned. Within the
same ideal asymptotic individual-RR benchmark, this
comparison shows that instantaneous channel informa-
tion enlarges the positive-key-rate region of the evalu-
ated two-way RoR? protocol under the adopted uniform
fading model.

D. From Uniform Fading to Weak-Turbulence
Statistics

Here the comparison examines whether the evalu-
ated two-way benchmarks retain positive-key-rate be-
havior when the uniform fading distribution is replaced
by a physically motivated truncated log-normal weak-
turbulence model. The non-CSI distribution-level bench-
mark framework is retained, with the weak-turbulence
transmissivity distribution introduced in Sec. [42].

Fig. f] shows the positive-key-rate behavior of the eval-
uated two-way benchmarks under the uniform and weak-
turbulence fading models. Under the adopted outage-
based prescription, replacing the uniform distribution
with the truncated log-normal weak-turbulence distribu-
tion changes the statistical weighting of the transmissiv-
ity realizations and consequently modifies thesresulting
key-rate behavior.

O @RoD?
Zx gReD?
10° ReD
RoR?

Secret key rate (bits/pulse)

Secret key rate (bits/pulse)

L=2.25 L=4.30 L=7.50

0 2 4 6 8 10
Worst-case channel loss L (dB)

(a) Uniform fading.

. 15 2
Nominal channel lossL (dB)

(b) Weak-turbulence fading.

Figure 4. Secret-key rates of.the twe-way protocols under
non-CSI distribution-level /benchmarks: (a) uniform fading
using the Thmin-based worst-case preseription, and (b) trun-
cated log-normal weak-turbulence fading using the Ty,.-based
outage prescription. A his comparison examines whether the
evaluated two-way protocols retain’a positive-key-rate region
under the weak-turbulence model.

Under uniform fading, the collective Hom?-DR and
Het?-DR branches approach the zero-rate boundary near
4.30 dB, whereas under the adopted weak-turbulence
configuration the eorresponding nominal-loss cutoff is
near 1.12 dB. Because the horizontal-axis loss is de-
fined from»7},;, £or the uniform model and from T, for
the weak-turbulence model, these numerical cutoff values
shouldibe interpreted within their respective fading mod-
els rather than as directly equivalent channel-loss thresh-
olds. The individual Het?>-DR branch shows no positive-
key-rate region under this weak-turbulence configuration
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and is therefore omitted from the plotted positive-rate
curves. The evaluated collective two-way benchmarks
nevertheless retain positive-key-rate regions under both
fading models. Because the present weak-turbulence
comparison includes only the evaluated two-way proto-
cols, no direct performance comparison between one-way
and two-way protocols is made for this fading model.

E. CSI-Assisted Weak-Turbulence Benchmark

This final comparison applies, CSI-assisted averaging
to the truncated log-normal weak-turbulence model in-
troduced in Sec. [[V=C| keeping the fading statistics un-
changed while replacing the non-CSI outage-based pre-
scription.

O @RoD?

4 @ReD?
ReD?
RoR?

5
>

-
S,
N

L=155 |L=4.05

Secret key rate (bits/pulse)

L=1.77

Secret key rate (bits/pulse)

.
S,
s

o

2 4 6 8 10
Nominal channel lossL (dB)

(b) CSI-enabled.

0 0.5 1 15 2
Nomindlichannel lossL (dB)

(a) Non-CSI outage-based.

Figure 5. Secret-key rates of the two-way protocols under
truncated log-normal weak-turbulence fading: (a) non-CSI
outage-based prescription, and (b) CSl-enabled averaging.
This comparison provides an idealized CSl-assisted bench-
mark for channel tracking under the adopted weak-turbulence
model.

As shown in Fig. |5, with CSI the collective Hom*-DR
and Het>-DR nominal-loss cutoffs increase from about
1.12 dB to 4.05 dB, and the individual Het>-DR branch
again shows a positive-key-rate region. The individ-
ual Hom?-RR benchmark remains positive throughout
the simulated loss range. Overall, CSI-enabled averag-
ing enlarges the positive-key-rate region of the evaluated
two-way benchmarks under the adopted weak-turbulence
model.

VI. CONCLUSION

This work applies the adopted fast-fading prescription
to established fixed-transmissivity two-way CV-QKD for-
mulas and obtains benchmark key-rate expressions for
the selected protocols. Under the stated model and the
ideal benchmark V' — oo, f§ = 1, the numerical re-
sults show that the evaluated two-way RoR? benchmark
retains a wider positive-key-rate region than the corre-
sponding one-way RoR benchmark under the adopted
uniform non-CSI fast-fading model.

Beyond the primary uniform fast-fading analysis, the
framework also applies to CSI-enabled evaluations and
truncated log-normal weak-turbulence fading.  CSI-
enabled averaging enlarges the positive-key-rate region
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of the evaluated benchmarks under the adopted chan-
nel models. Under the adopted weak-turbulence model,
the evaluated collective two-way benchmarks also retain
a positive-key-rate region. These extensions character-
ize the behavior of the evaluated two-way benchmarks
under the specific CSI-enabled and weak-turbulence set-
tings considered here, without making a direct perfor-
mance comparison between one-way and two-way proto-
cols under the weak-turbulence model.
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