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Hyperentanglement is a promising resource in the realm of quantum communication, owing to its
exploitation of multiple degrees of freedom. In this paper, we report the generation of a two-mode hyper-
entangled state using one nanophotonic periodically poled lithium niobate waveguide. Our approach
encompasses the manipulation of polarization, energy-time, and quadrature amplitude-phase degrees of
freedom. Theoretical calculations reveal that the magnitude of the Clauser-Horne-Shimony-Holt param-
eter |S| can reach 2.375 even considering the multi-photon-pair generation effect, which is indicative of
the entanglement in the polarization degree of freedom. Further analysis involved computing the joint
spectral amplitude of the two-mode state, followed by Schmidt decomposition and Fourier transforma-
tion. The resulting joint uncertainty product A(ws + w;) A(t; — t;) = 0.4113, implying that high-quality
energy-time entanglement is achieved. Notably, the von Neumann entropy S, of our source reaches 0.192,
confirming the presence of quadrature amplitude-phase entanglement within the generated state. More-
over, we theoretically apply our source in a free-space quantum key distribution system to demonstrate
its potential to increase secret key rates. Our proposed scheme is an efficient and practical approach for

facilitating high-capacity quantum communication systems.
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I. INTRODUCTION

Hyperentanglement builds upon the concept of tra-
ditional entanglement by entangling particles in multi-
ple degrees of freedom (DOFs) simultaneously [1]. This
extension from singular to multiple entangled proper-
ties offers a plethora of potential advantages, including
increased information capacity [2], enhanced security in
quantum communication, improved robustness regarding
environmental noise [3], and greater versatility in quantum
protocols and algorithms [4,5]. By exploiting entangle-
ment in multiple DOFs, hyperentanglement holds promise
for revolutionizing quantum technologies, paving the
way for more efficient quantum communication channels
[6,7], more powerful quantum computing operations [8],
and novel applications in quantum cryptography [9,10],
quantum teleportation [11-13], and quantum metrology
[14-16]. For example, multiple DOFs can be multiplexed
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on a single photon, transmitted through a quantum channel,
and then demultiplexed onto different photons at the des-
tination, which can significantly increase the transmission
rate and channel capacity of quantum communication [17].

Previous efforts in hyperentanglement generation pre-
dominantly focused on harnessing hyperentanglement
encoded in two DOFs. For instance, in 2015, Xie et al.
[18] demonstrated the preparation of high-dimensional
hyperentanglement using polarization and energy-time
entanglement through a fiber Fabry-Pérot cavity and
Hong-Ou-Mandel interference. Building upon this, in
2020, Hu et al. [19] achieved polarization-space hyper-
entanglement generation using a Sagnac interferome-
ter, enabling hyperentanglement distribution over an
11 km fiber. Furthermore, the same Sagnac interfer-
ometer technique was adapted for the generation of
polarization—time-bin hyperentanglement [20]. However,
while two-DOF hyperentanglement has been extensively
explored, the use of three DOFs holds promise for further
increasing photon capacity and facilitating deterministic
entanglement purification. Recent research by Zhao et
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al. [21] addresses this by designing generation proto-
cols for three types of hyperentanglement encoded in
three DOFs, leveraging practical coherent pulse sources.
These include polarization—frequency-space, polarization-
frequency—time-bin, and polarization—space—time-bin
hyperentanglement. Nevertheless, these schemes rely on
complex techniques such as Sagnac interferometry and
time-reversed Hong-Ou-Mandel interference, which sig-
nificantly increases the complexity of the experimental
setup. Precise control over multiple quantum properties
requires advanced optical systems and synchronization,
making the experimental realization and stabilization of
these states a daunting task.

To overcome the technical complexity for hyperentan-
glement preparation, we propose a hyperentangled-state
generation scheme based on one nanophotonic periodi-
cally poled lithium niobate (PPLN) waveguide including
polarization, energy-time, and quadrature amplitude-phase
DOFs. By using a single waveguide that is periodically
poled to address quasi-phase-matching conditions for three
DOFs—that is, polarization, energy-time, and quadrature
amplitude-phase (X-P) DOFs—our scheme significantly
reduces the physical and operational complexity com-
monly associated with hyperentanglement setups. This
approach eliminates the need for multiple disparate com-
ponents to control each DOF separately, thereby reducing
potential error sources and increasing the overall stability
of the entanglement generation process. Moreover, lithium
niobate waveguides are renowned for their electro-optic
and nonlinear optical properties. By leveraging these char-
acteristics, our scheme benefits from the high integration
and miniaturization potential that nanophotonic devices
offer. This compactness is crucial for scaling up quan-
tum technologies and increases the feasibility of integrat-
ing hyperentangled-state generation into various quantum
information processing systems, including those requiring
portable and robust quantum communication links.

The application of our hyperentangled state in the quan-
tum key distribution (QKD) system demonstrates its poten-
tial in high-dimensional encoding and multiplexing across
multiple DOFs. By simultaneously encoding information
in polarization, energy-time, and quadrature amplitude-
phase DOFs, our hyperentangled state can significantly
increase the secret key rate and efficiency of quantum
communication. Additionally, the QKD protocol using
the squeezed state (which is entangled in the quadrature
amplitude-phase DOF) is more robust regarding channel
excess noise and can tolerate higher channel loss, ensuring
secure long-distance quantum communication [22]. The
flexibility of hyperencoding allows information in multiple
DOFs to independently generate secret keys, with opera-
tional errors in one DOF not affecting secret key generation
in other DOFs.

This paper is organized as follows. In Sec. II, we intro-
duce our compact hyperentanglement scheme, along with a

detailed exposition of the fundamental parameters charac-
terizing the designed lithium niobate waveguide. Section
IIT provides our rigorous theoretical calculations on the
magnitude of the Clauser-Horne-Shimony-Holt (CHSH)
parameter |S|, joint uncertainty product A (w; + w;) A(t; —
t;)), and squeezing degree S, to confirm the entanglement
in polarization, energy-time, and quadrature amplitude-
phase DOFs, respectively. In Sec. IV, we demonstrate the
application of our hyperentangled state in a theoretical
free-space QKD system. Section V provides a conclusion
and outlook.

II. HYPERENTANGLED TWO-MODE SOURCE
SCHEME

In our scheme, we use one nanophotonic PPLN waveg-
uide to implement hyperentanglement across three DOFs,
as shown in Fig. 1(a), with its cross section depicted in
Fig. 1(b). Fabricated using a 0.6-pwm-thick z-cut lithium
niobate crystal film, the waveguide leverages the mate-
rial’s excellent electro-optic properties, high nonlinear
coefficients, and wide transparency range. A trapezoidal
center section of the waveguide, measuring 8 mm in
length, efficiently transmits pump, signal, and idler light,
optimizing the phase-matching conditions necessary for
effective frequency conversion processes. Detailed simu-
lations provide effective refractive index dispersion curves
for both ordinary light and extraordinary light, as illus-
trated in Fig. 1(c).

The input pump light wavelength A, used is 780 nm,
corresponding to angular frequency w, = 2wy = 2.41 x
10" rad/s, where wj represents the center frequency of the
signal and idler light generated by spontaneous paramet-
ric down-conversion (SPDC). The wave vector is given
by the equation k(w) = n(w) x w/c, where n(w) is the
effective refractive index and c is the speed of light. The
wave vector values are given as k,(2wg) = 1.74 x 10’ m™!
for the pump light, k,(wo) = 7.57 x 10 m~! for the ordi-
nary light, and k.(wg) = 8.02 x 10°m~! for the extraor-
dinary light. To compensate for wave vector mismatch
when the signal and idler light frequencies are equal,
single-period poling is used. The wave vector mismatch is
calculated as kpp = k,(Qwy) — ko(wg) — ke(wo) = 1.82 x
10°m~". According to the quasi-phase-matching theory,
kpp = 27 /A, leading to a calculated poling period A of
3.45 pum.

The generated hyperentangled state across the three
DOFs can be expressed as the tensor product of the
polarization-frequency hyperentanglement state [v); and
the two-mode squeezed vacuum state | );:

V) = 1Y) @ |¥)a. (1

The two-mode squeezed vacuum state [¢¥), can be
expanded with use of the two-mode photon number state
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FIG. 1. (a) Generation of photon pairs entangled simultane-
ously in three degrees of freedom: polarization, energy-time,
and quadrature amplitude-phase. (b) Cross section of the PPLN
waveguide, with its dispersion curve for both extraordinary light
and ordinary light shown in (c). LN, lithium niobate.

as

1 )
W)=Y Cuulk, k), Cri = ——(—¢" tanh ¥, (2)
P ’ ’ coshr

where r and 6 are the squeezed amplitude and phase,
respectively.

We can derive the polarization-frequency hyperentan-
glement state |), through a general method for the SPDC
process. The nonlinear interaction Hamiltonian describes
the interaction in the PPLN waveguide as follows [23]:

Hin (1) o € / Er) x G, OE; (rh

a.By
x B, (r,0E 4(r,n + He, (3)
where ng,y (r) is the second-order nonlinear susceptibil-

ity tensor, E;;,y is the positive frequency component of

the pump electric field, and Es_,a and IAE; are the nega-
tive frequency components of the signal and idler fields,
respectively. The term H.c. denotes the Hermitian conju-
gate, representing the inverse process of SPDC. The time
evolution of the quantum state in the interaction picture is

given by

it

¥t — +o0))1 = [0) — =

) Hi(0)|0)dt.  (4)

The generated two-mode state, considering the dominant
contributions, is represented as [24]

)1 o // dodwi{d(ws, w;)ls, 0, w) i, e, w;)
+ B(wy, wi)ls, e, ws) i, 0, w;)
+ C((,()s, (1)[)|S, o, (1)5>|l., o, (1),')

+ D(wy, wy)s, e, ws) i, e, w;)}, Q)

where |s/i,0/e, ws/w;) = aj/i,o/e,ws/wilo)s/i' The joint spec-

tral amplitude (JSA) for the process o — o + e is defined
as

Alws, w;) = A/ wswionAp (w5 + C‘)i)AJPSa (6)

where A4;ps and the overlap integral 4,, for the process
0 — 0 + e are given by

e[i(kp *ks,ofki,e)*ap]l‘ —1

Ayps = - )
l(kp - ks,o - ki,e) - O[p
3 @ (7
4. = Y% RgsNgi fQ d’r Z(xﬁy Xotﬂyepﬁ/ej,a,ae;k,e,ﬁ
ov — .

\/fQ d’rd; -e* [, d; - €

B(ws, w;), Clws,w;), and D(w;, ;) can be obtained by
the same method. Considering the type-II phase match-
ing condition we used, we can assume that C(w;, w;) ~
D(ws, w;) =~ 0, and thus the resulting two-mode state |),
can be written as

W) = f / dordwr{A(ws, )5, 0, 04) i, €, 1)

+B(Cl)s, a)i)|S9 e, w&>|l5 o, a)l>} (8)

II1. QUANTUM CHARACTERISTICS OF THE
GENERATED STATE

A. Polarization entanglement

In Sec. II, we made the frequencies of the signal light
and the idler light equal (w; = @w; = wyp) in order to calcu-
late the poling period A. However, if we change w; to be
wy — (Aw/2) and w; to be wy + (Aw/2), the SPDC pro-
cess can occur with efficiency sinc?(AkL/2), where Aw
is the difference between the signal and idler light fre-
quencies, Ak is the wave vector mismatch, and L is the
waveguide length [25]. Here, the signal light frequency is
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on the left side of wy, and the idler light frequency is on the
right side of wy. The wave vector mismatch is given by

A A
Ak:kp—km<wo—7w)—kn<wo+7w), ®

where m,n = o, e denote the polarization states of the sig-
nal and idler light. When the wave vector mismatch is not
fully compensated, the efficiency of the nonlinear process
decreases. In our z-cut waveguide, there are two modes, the
transverse electric (TE) mode and the transverse magnetic
(TM) mode, both of which are associated with the electric
polarization direction and which correspond to extraor-
dinary light (TE mode) and ordinary light (TM mode),
respectively. Because of the possibility of there being two
modes in our waveguide, the generated photons (signal and
idler) may exist in the TM mode or the TE mode, resulting
in four possible cases: (1) 0, — e + 0;;(2) 0, — 05 + €;;
() 0, = o5+ 0;; (4) 0, — e + ;. However, these four
processes have different conversion efficiencies, and Fig. 2
shows conversion efficiencies corresponding to type-II and
type-I phase matching conditions. When the frequency
spacing of the two photons reaches 192 GHz for the type-
IT SPDC process, the conversion efficiency drops to zero,
which defines the bandwidth of the quantum entanglement
source. In the type-I SPDC process, the value of the con-
version efficiency function tends to zero, leading to the
assumption that the type-I SPDC process does not occur.
The type-11 SPDC process includes two cases: 0 — o + e
and o — e + o, both of which have nearly identical con-
version efficiency functions. This result means that when
the signal photon is in the TM mode, the idler photon is in
the TE mode (0, — o, + ¢;); when the signal photon is in
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FIG. 2. Conversion efficiency curves for (a),(c) type-II
phase matching conditions and (b),(d) type-I phase matching
conditions.
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FIG. 3. Simplified method for polarization entanglement val-

idation. BS, beam splitter; P, polarizer; PBS, polarizing beam
splitter.

the TE mode, the idler photon is in the TM mode (0, —
es + 0;), and both processes can exist simultaneously and
occur approximately with equal probability, resulting in a
maximally entangled Bell state in the polarization DOF.

We can verify polarization entanglement using the
CHSH inequality, whereby the magnitude of the CHSH
parameter |S| > 2 indicates the existence of polariza-
tion entanglement [26]. A simplified validation method
is shown in Fig. 3, where the generated polarization-
entangled state travels along two separate spatial paths
through a 50:50 beam splitter. This state is then manip-
ulated with the use of two polarization controllers, each
rotating the polarization vector by angles 6, and 6. Sub-
sequently, the photons from both paths are directed through
ideal polarizing beam splitters: horizontally polarized pho-
tons are directed toward detectors D2 and D3, while ver-
tically polarized photons are directed toward detectors D1
and D4. Note that the lithium niobate waveguide has the
potential to generate any number of photon pairs, while
the multi-photon-pair generation effect will reduce the
entanglement degree in the polarization DOF. The two-
mode squeezed state after the 50:50 beam splitter can be
expressed as [27]

1

_ —tanh() @}, b} —al bl +ial,al+ib) b1y /2 10)
cosh(r) ’

V)
(10)

where r is the squeezed coefficient. The polarization rota-
tions in paths A and B apply the transformation to the
operators, which can be expressed as

&L — cos QA&L—i— sin QA&L,

T

a, — cos HA&L— sin GA&L,

. . . 3y
bL — cos QBbL—i— sin 0",
IA)L — oS 93131'/— sin OBIAJL.
Substituting Eq. (11) into Eq. (10), we can write the two-
mode squeezed state |); before the detectors as
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V)3

2= cosh(r)

A < ST
e* tanh(r) s1n(9A703)(aHbH+aVbV)/2 <

o ) sin(205) (b}} —13}2) /M

Using the Husimi-Kano function to calculate the coinci-
dence rate, we can derive the magnitude of the CHSH
parameter |S| when considering the multi-photon-pair gen-
eration effect [27]:

cosh? (r)

S| =2vV2—n————.
151 \/_2 cosh(2r) — 1

(13)

From Eq. (13), we can see that when » — 0, which means
|Y/), contains mainly the biphoton state |1,1), |S| —
2+/2, corresponding to the ideal situation in our scheme.
Besides, when r increases to 0.39, |S| decreases to 2; when
r > 0.39, |S| < 2, implying there is no entanglement in the
polarization DOF.

In our scheme, the squeezed coefficient » = 0.258 (see
details in Sec. IIIC), and S = 2.375, indicating that our
source still remains entangled in the polarization DOF
even considering the multi-photon-pair generation effect.
We note that polarization entanglement and X -P entan-
glement have a mutually conflicting relationship—that is,
high polarization entanglement will result in low X-P
entanglement, and vice versa. Therefore, a compromise
needs to be designed to ensure entanglement on both DOFs
simultaneously.

B. Energy-time entanglement

The JSA A(w,,w;) and the joint temporal amplitude
(JTA) A(t,, ;) can be used to explore two-photon-pair
entanglement in the energy-time DOF. The wavelength of
the input pump light is 780 nm. We assume that the pump
light follows a Gaussian distribution, so the JSA [shown
in Fig. 5(b)] is determined mainly by the phase-matching
intensity [shown in Fig. 5(a)]. A Schmidt decomposition
can be performed on A(w;s, w;) [28]:

N
A5 @) = Y\ hnVin(@3)n(@7),

n=1

(14)

where A, are Schmidt coefficients, and v, (ws) and ¢, (w;)
are orthogonal functions in the Hilbert space. These are

o~ anh®) [cos(zeA)&La%cos(zeg)iﬂ,ﬂ,] 2

+

1 o anh() cos(6—6) (aLZﬁV—aT,BH) 2

3 . AT2 AT2
eltanh(r) sm(29A)(aH —ay )/4

10). (12)

(

solutions of the following eigenvalue equations:

f Ki(@, @) (@)de’ = hiin(@),
(15)
/ Ko, 0)n(@) 0’ = Dnpn(),

where K (0, @) = [ A(w, 02)4* (o), w2)dw; and K (v, o)
= f A(wy, w)A* (w1, @' )dw,. Therefore, the degree of
entanglement is measured with the use of the entropy of
entanglement S and the effective Schmidt rank K:

N
S==> hnlogy iy, (16)
n=1
2
K (i) (17)
XL

S > 0and K > 1 indicate the presence of entanglement,
with larger values signifying a higher degree of entangle-
ment. The first ten Schmidt coefficients, arranged from
largest to smallest, are shown in Fig. 6(a). The resulting
effective Schmidt rank K = 3.6532 > 1, and S converges
to 2.1276 [shown in Fig. 6(b)], confirming the continuous
frequency entanglement property of our source. The first
four basis functions of Eq. (15) are plotted in Fig. 4.

The JTA can be derived through the Fourier transform
[29]:

A(ts, 1) = FlA(wg, )]

= // dwdwA(w;, ws)e@ e, (18)

the simulation result is plotted in Fig. 5(c). We can also
perform the Schmidt decomposition on the JTA and cal-
culate its entanglement degree. The Schmidt coefficients
A, derived from the JTA are identical to those obtained
from the JSA, meaning that S = 2.1276 and K = 3.6532
are the same as for the JSA. These confirm that the two-
photon state generated by our entangled source is also
continuously time-entangled.

The joint uncertainty product A,,, which is the prod-
uct of the standard deviation of the sum of the fre-
quencies A(w; + w;) and the standard deviation of the
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FIG. 4. First four basis functions for ¢, (left column) and v,
(right column), respectively.

difference in the arrival times A(#, —t;), serves as a
measure of energy-time entanglement [30]. A joint uncer-
tainty product less than 1 is direct evidence of energy-
time entanglement between the signal photon and the
idler photon [29,31]. From the JSA and the JTA we
obtained, the two standard deviation values can be cal-
culated, A(ws + ;) = 9.0358 x 10'%s~and A(¢t, — t;) =
4.5520 x 107'%s, leading to the joint uncertainty product
A = Alwg + w) Aty — t;) = 0.4113. This demonstrates
the energy-time entanglement property of the generated
two-mode state, providing direct evidence of the entangled
nature in both the energy domain and the time domain.
Typically, the length of nonlinear crystals can signif-
icantly affect phase matching and the JSA of the gener-
ated photons, thereby impacting the degree of energy-time
entanglement. To investigate this issue, we change the
length of the waveguide L to 2, 5, and 15 mm, and then
simulate the corresponding JSA distribution, as shown in
Figs. 5(d)-5(f), respectively. Our findings indicate that
the bandwidth of the generated photons narrows as L
increases. Besides, we also calculate the joint uncertainty

product Ay, when L changes. From Figs. 5(d)}-5(f), it
is observed that by appropriately reducing L, we can
increase energy-time entanglement. However, excessive
reduction or increase in L will decrease entanglement. This
is because high L will destroy the phase-matching condi-
tions of the SPDC process, while very low L results in
insufficient interaction time, both of which will degrade
the quality of entanglement. Perhaps the optimal L could
be determined through inverse design [32] or machine
learning algorithms [33] in the future.

C. X-P entanglement

Quadrature amplitude (X') and quadrature phase (P) are
fundamental components in the quantum description of the
electromagnetic field, representing the in-phase and out-
of-phase parts of the field, respectively. In the field of
quantum optics, the position operator and the momentum
operator are defined as

R 1. . —i .
Xip=—=@a2+a;,), Pio=—4=@r—a,), (19)
1,2 > 1,2 1,2 1,2 \/E 1,2 1,2 (

%

where a;, and &Jb are the generation operator and the
annihilation operafor of two particles, respectively. Con-
sidering the continuous frequency entanglement property
of our source, the nonlinear part of the Hamiltonian in our
lithium niobate waveguide can be described as

Hy = Y (//A(ws,wi)&jﬁjdwsdwi + H.C.) ,

Y = hapg:

howgw;w
g=2ex? [—— 2,
Begei€, SerL

where 4, (&j) is the creation operator for signal (idler)
modes, y is the nonlinear interaction strength, o, denotes
the square root of the pump photon number, g represents
the single-photon coupling rate, €, is the vacuum permit-
tivity, L is the length of the lithium niobate waveguide, x ?
is the second-order nonlinear coefficient, Seg is the spot
area of the pump light, €; (k = s, i, p) is the permittivity for
the optical field and H.c. is the Hermitian conjugate. Using
the Schmidt decomposition mentioned in the previous sub-
section, that is, 4(wg,w;) = Y 0| /A Un(w)¢ (@), we
can rewrite Eq. (20) as

Hiw =y ) (VASIII+H.c),

(20)

21

where

$=/m@mm%,ﬁ=/@@mhw 22)
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FIG. 5.

(a) Phase-matching intensity distribution of the SPDC process in the PPLN waveguide. (b) JSA distribution and (c) JTA

distribution of our generated state through the PPLN when the length of the waveguide L = 8 mm, where both satisfy the Fourier
transform relationship. In this case, the joint uncertainty product A, = 0.4113. (d)}«f) JSA distribution when L = 2, 5, and 15 mm,
respectively, with the corresponding A, = 0.6413, 0.2344, and 0.6801, respectively.

The nonlinear interaction strength of the nth pairwise spec-
tral modes 7, is defined as r, = —iyt/A,/h, as shown in
Fig. 7(a) for the first ten compression coefficients. For sim-
plicity, we set the squeezed angle 8 = 0. In our scheme,
Ap =780nm, w, = 2.41 x 10 rad/s, wy = w; = 1.21 x
10" rad/s, the input pump power P = 0.0l mW, n, =
216, ny=mn; =199, Sy =176 mm?, L =8mm, ¢ =
niey, and x @ = 2ds3, where d33 = 25pm/V. Considering
> IN/2al? = 1, the total squeezed amplitude » = yt/h =
0.258. As illustrated in Eq. (2), the generated two-mode
squeezed state can be represented by the sum of the photon
number state |k, k); the first ten coefficients Cy  are shown

@ g4
0.015
0.3 0.010
: .005
~ 0.2 0.000

6 7 8 9 10
Enlarged
017
0.0

FIG. 6.

in Fig. 7(b). The von Neumann entropy defined as

2 Nk 2 Nk
S =Y PPy = -3 (tanh®r)* ((tanh ) )
k

k cosh?r cosh?r
(23)

is usually used to measure the degree of compression of
the two-mode squeezed state. We plot S, (k) versus k for
successive iterations in Fig. 7(c); S, (k) converges to 0.192,
indicating the generated state has entanglement in the X -P
DOF.

(b)

207

151

Sk

1.0

0.5¢

0.0

(a) Maximum ten Schmidt coefficients after Schmidt decomposition of the JSA. The latter coefficients are close to 0, and

their contributions to the entropy of entanglement S and the effective Schmidt rank K are negligible. (b) Entropy of entanglement S of
our designed entanglement source. The results of successive iterations are shown, and S converges to 2.1276.
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FIG. 7. (a) Squeezed coefficient r, of each Schmidt orthogonal mode. We show only the first ten compression coefficients for

simplicity. (b) First ten coefficients Cy ; of the photon number state |k, k). (c) Squeezing degree S, of the generated two-mode squeezed

state, which finally reaches 0.192.

IV. APPLICATION

The multiplexing of multiple DOFs in the hyperentan-
gled state enables higher-dimensional hyperentanglement-
based QKD [34] and has the ability to achieve higher secret
key rates, although the degree of entanglement in each
DOF may be reduced (compared with the state entangled
in only a single DOF). We apply our generated hyperentan-
gled state to the theoretical free-space QKD system in Ref.
[35], demonstrating its ability for high-dimensional encod-
ing. The generalized d-dimensional QKD protocol consists
of five procedures:

(1) Alice generates entangled photon pairs. Alice
retains one photon from each entangled pair, while the
other photon is sent to Bob via a quantum channel. This
channel could be a fiber-optic cable or free-space trans-
mission, depending on the specific implementation. The
entanglement ensures that the photons remain correlated
even after they are separated.

(2) Once Bob receives his photon, both Alice and Bob
independently and randomly choose a set of mutually
unbiased bases (MUBs) for measurement. Alice and Bob
perform d-outcome measurements on their respective pho-
tons. The number of possible outcomes, d, depends on
the dimension of the quantum system being used. For
example, in a two-dimensional system (qubits), d would
be 2, resulting in binary outcomes (0 or 1). In higher-
dimensional systems, d could be larger, leading to d-ary
symbols. Each measurement yields a d-ary symbol, which
is recorded by Alice and Bob. These symbols are the raw
data that will be used to generate the final secret key.

(3) After the measurements, Alice and Bob engage in
a sifting process. They publicly reveal the MUBs they
used for their measurements. This step is crucial because
it allows them to identify which measurements were per-
formed in the same basis. Only the symbols corresponding
to pairs measured in the same MUB are retained, and all
other symbols are discarded. The retained symbols form

the sifted key, which is a preliminary version of the final
secret key.

(4) To assess the security of the sifted key, Alice and
Bob perform parameter estimation. They compare a sub-
set of their sifted data to estimate the average error rate,
denoted as Q. If Q is too high, it indicates that Eve may
have intercepted and measured the photons, introducing
errors in the data. In such cases, the protocol may abort
or take additional security measures.

(5) On the basis of the estimated error rate O, Alice and
Bob proceed to generate the final secret key. This involves
two critical steps: error correction and privacy amplifica-
tion. After completing these steps, Alice and Bob are left
with a final secret key that is secure and unknown to Eve.
This key can be used for secure communication, such as
encryption and decryption of messages, ensuring that the
communication remains confidential and tamper-proof.

In the d-dimensional free-space QKD system using the
photons that survive the postselection, the secret key rate
can be expressed as [35]

d+ 0
Riey = log, d
hey =084+ 5 d—1)

d+1 d+1
(1= 0)ioe (1-T50). e

Figure 8 shows the variation of the secret key rate Riey
with different dimension d when O = 0.05, 0.02, 0.01, and
0.001. From Fig. 8, we can clearly see that the secret key
rate Ry, increases with increasing dimension d at constant
error rate Q; for the implementation with a fixed dimension
d, the secret key rate Ry, approaches log, d when Q — 0,
which corresponds to the case of an ideal QKD system with
NO errors.

Just as traditional classical communication uses tech-
niques such as polarization multiplexing, time division
multiplexing, and quadrature amplitude modulation, in
the field of quantum communication, our hyperentangled

1
0ol
25 I
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Key rate Ry, (bits/photon)
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FIG. 8. Variation of secret key rate Ry, with dimension d for
different Q.

state also has the potential to combine these techniques
to increase channel capacity and communication effi-
ciency. In the polarization DOF, the bit information can be
encoded on two orthogonal polarizations, such as |H) and
[V), yielding the encoding subspace H,, with dimension
dpol = 2. In the energy-time DOF, we can encode multi-
ple bits per photon pair in their times of arrival. Each time
frame with frame size Ty can be discretized into N time
slots with time-bin duration 7 (7y = Nt). The random
arrival of coincident photon pairs is time-binned within
an N-bin time frame, which yields a symbol comprising
log, N bits [36]. Therefore, its Hilbert subspace Hiime has
the potential for encoding in higher dimensions (dme =
N). In the X-P DOF, similarly to the energy-time DOF,
quadrature amplitude or phase can also be discretized into
M parts to construct Hilbert subspace H, with dimen-
sion d, = M. Consequently, the whole encoding space
Heode = Hpot @ Hiime @ H, has the total dimension d =
dpol X diime X dy =2 x M x N. According to the results
from Fig. 8, our generated hyperentangled state can use
more dimensions to represent information, thus increasing
secret key rates and increasing the efficiency of quantum
communication. Note that the QKD protocol using the
squeezed state is more robust regrading channel excess
noise and can tolerate higher channel loss, ensuring secure
long-distance quantum communication [22]. Moreover,
compared with the QKD protocol with high-dimensional
encoding in only one DOF, the QKD protocol with simul-
taneous encoding in multiple DOFs in the hyperentangled
state (which is called “hyperencoding”) is more flexible,
because the information encoding in multiple DOFs can
be used to generate secret keys independently, and oper-
ational errors in one DOF will not affect the generation
of secret keys in other DOFs [37,38]. However, the QKD
system with excessively high dimensions often requires
more complex quantum state preparation and measurement

techniques, which may be more sensitive to noise and
environmental interference, leading to higher error rates.
Therefore, in the actual QKD system, it is necessary to
choose the appropriate dimension d on the basis of specific
application scenarios and experimental conditions.

V. CONCLUSION

We propose a compact scheme to generate a hyperentan-
gled state in the polarization, energy-time, and quadrature
amplitude-phase DOFs in a nanophotonic PPLN waveg-
uide. The magnitude of the CHSH parameter |S| = 2.375,
while the joint uncertainty product A(ws+ w;)A(t —
t;) = 0.4113. Moreover, The von Neumann entropy S, of
the generated two-mode squeezed state can reach 0.192.
Our proposed scheme for preparing hyperentangled states,
which leverages the SPDC process and single-period pol-
ing in second-order nonlinear crystals, is generally appli-
cable and not limited to lithium niobate. While the specific
design and optimization details provided in this article are
tailored for PPLN waveguides, the underlying concepts
of quasi-phase-matching and hyperentanglement genera-
tion through SPDC can be adapted to other second-order
nonlinear crystals, such as potassium titanyl phosphate,
provided they meet the necessary phase-matching condi-
tions and material properties. The key principle is to con-
trol dispersion by designing crystal structures to achieve
quasi-phase-matching for manipulating multiple DOFs.
Our approach could pave the way for high-capacity and
high-speed quantum communication.
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