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ABSTRACT

Quantum communication is gradually shifting from terrestrial fiber-optic communication to satellite-based space communication.
The impact of gravitational fields on quantum states in quantum communication protocols cannot be overlooked. In this paper, a
general method to investigate how non-inertial motion affects multiparty quantum communication is proposed. Specifically, we

examine the influence of non-inertial motion on the performance of the protocol based on measurement-device-independent

multiparty quantum communication using continuous-variable Greenberger-Horne-Zeilinger (CV GHZ) states. Our results

demonstrate that the choice of system configuration and cryptographic scheme largely determines the effects of gravitational fields.

1 | Introduction

Multiparty quantum communication refers to a communication
method that realizes secure information transmission and key
sharing among three or more nodes based on quantum mechanics
principles [1, 2]. It encompasses two typical schemes, namely
quantum cryptography conference (QCC) [3] and quantum secret
sharing (QSS) [4, 5]. In the QCC, every member within a
group can access encrypted messages disseminated by other
group members, while non-members are strictly prohibited from
accessing this information. In the QSS, authorized members
of a conferencing group can collaboratively decrypt encrypted
messages sent by any group member, whereas unauthorized
individuals cannot retrieve the information through any form
of collaboration. The CV MDI multiparty quantum communi-
cation protocol is a quantum key distribution (QKD) scheme
that integrates continuous-variable (CV) [6, 7] encoding tech-
nology, measurement-device-independent (MDI) [8-10] architec-
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ture, and multiparty communication scenarios. It incorporates an
untrusted third party to eliminate detector side-channel attacks
at all communication nodes, and encodes information using the
quadrature components of optical fields to enable the generation
of secure shared keys among nodes [7, 11]. Multiparty continuous-
variable quantum communication based on GHZ states has been
demonstrated in Ref. [12].

When quantum communication transitions from terrestrial fiber-
optic communication to space-based satellite communication,
a multitude of physical and environmental factors, including
gravitation, turbulence, scattering and others, must be taken
into consideration. Among these factors, gravitation constitutes
a non-negligible and highly influential key element [13-15].
Previous research has shown that curved spacetime exerts an
influence on satellite-based quantum communication protocols,
equivalent to introducing extra noise into the channel and
reducing the coherence between communicating nodes [16, 17].
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Gravitational effects are locally equivalent to non-inertial motion,
and thus gravity is analogous to the effect of communicating
parties’ acceleration on quantum states [18]. This equivalence
principle has been successfully applied to continuous-variable
quantum information protocols [19, 20]. In this framework, each
communication node (satellite or ground station) is treated as an
idealized rigid accelerating cavity for the localization of quantum
field modes (wave packets). This localization enables us to define
mode functions adapted to the observer’s local reference frame,
and the proper acceleration of the cavity is determined by its
specific parameters in the gravitational field. Consequently, the
communication channel can be described by the Bogoliubov
transformation between the mode functions of these individually
accelerated cavities, which characterizes the decoherence and
noise induced by the curved spacetime background [21]. Previous
research efforts have systematically analyzed the impact of non-
inertial motion on the information transmission performance
of specific cryptographic schemes, focusing on scenarios where
single and two communicating parties are in such motion states,
respectively [16, 22-24].

This paper aims to extend the analysis of gravitational effects to
multiparty quantum communication and construct a multiparty
communication scenario in which Alice, Bob and Charlie are all
subject to acceleration. We employ symplectic transformations
to characterize the evolution of quantum fields across distinct
reference frames. The mode functions of inertial frames and
non-inertial frames are correlated through Bogoliubov transfor-
mations, where the Bogoliubov coefficients are defined by the
Klein-Gordon inner product. Finally, through mode mixing and
the introduction of thermal noise, the transition of quantum
information from inertial to non-inertial frames is realized.

This paper is organized as follows: Section 2 elaborates on the EB
scheme for realizing multiparty quantum communication using
CV GHZ states, and introduces the basic theoretical framework
for the transformation of quantum states from inertial frames to
non-inertial frames. Section 3 elaborates on the mechanism by
which quantum information transforms from inertial frames to
non-inertial frames. Section 4 analyzes the calculation method of
the key rate when multiparty quantum communication protocols
(QCC, QSS) resist entanglement cloning attacks and coherent
attacks under the effect of acceleration. Section 5 analyzes the
simulation results. Finally, Section 6 summarizes this research
and draws conclusions.

2 | Background
2.1 | Multiparty MDI Quantum Communication
Based on GHZ States

Both the entanglement-based (EB) [25] scheme and the prepare-
and-measure (PM) [26] scheme are capable of achieving QCC
and QSS by employing the MDI approach and CV GHZ states
[12]. However, the EB scheme is more amenable to theoretical
modeling and security analysis. It can more directly reflect
the multiparty CV GHZ correlations, simplify security analysis
by means of purification, and be more favorable for handling
independent entangled cloning attacks and coherent attacks.
Meanwhile, under the covariance matrix framework, the EB
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FIGURE 1 | EBscheme.

scheme also provides a more convenient description of the
Gaussian transformations induced by acceleration. Therefore,
this section will provide a detailed introduction to the EB scheme
illustrated in Figure 1.

21.1 | Quantum Cryptography Conference

QCC allows each member of a given group to decrypt encrypted
messages posted by other members without the members outside
the group being able to successfully decrypt them. At its core, key
sharing among multiple parties is realized by means of distributed
continuous variable GHZ states.

David’s Operations: Pass the modes sent by Alice and Bob
through a beam splitter with a transmittance of 1/ \/E and
perform a homodyne measurement on the position quadrature
component X, of the output mode D. Pass the other output mode
and the mode sent by Charlie through a beam splitter with a
transmittance of \/2/_3 and perform homodyne measurements
on the position X; and momentum P;. for the output modes E and
F, respectively. Publicize the measurement results X, X, and
Pr.

Post-processing: Bob uses \/— 2X,, to perform a displacement
operation on the position Xj, of its retained mode. Charlie
uses \/FZXD - \/VZXE and \/EPF to perform displacement
operations on the position X, and momentum P, of its retained
mode, respectively. Eventually, the modes A, B;, and C; of Alice,
Bob and Charlie form a distributed CV GHZ state, satisfying
X, —Xp; = 0and X, — X3 — 0.

Key Generation: The three parties perform homodyne mea-
surements on the position components, generate a consistent
key through data reconciliation and post-selection, and use a
one-time pad to achieve secure communication.

21.2 | Quantum Secret Sharing

QSS allows members of an authorized group to decrypt a
secret through collaboration, while unauthorized groups cannot
decrypt it. That is, at least two of the three parties can collaborate
to obtain the third party’s key.

20f15
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Same as the EB scheme of QCC, Alice, Bob, and Charlie prepare
EPR pairs and send one mode to David.

David’s Operations: Same as QCC, publicize the measurement
results X,, X, and Py.

Post-processing: Different from QCC, the three parties perform
homodyne measurements on the momentum components. At
least two parties share the measurement results, and by using
the relationship P,; + Py; + Pc; — 0, obtain the third party’s key
through data reconciliation and post-selection.

2.2 | Gravitational Effect

A real scalar quantum field with mass m satisfies the Klein-
Gordon equation ((J+m*)®=0, in 1 + 1-dimensional
Minkowski spacetime taking c=#h=1. In Minkowski
coordinates, the standard scalar product of this equation is
defined as [27]

Gu ) =1 / A (610,65 — $:0,87). M

where X denotes a spacelike Cauchy surface, (¢;,¢,) =

($2.81)" =—(83.47).

The field operator & can be decomposed into a countable family
of modes. (2) represents the decomposition containing positive
frequencies with respect to the Minkowski timelike Killing vector
field, while (3) denotes the decomposition consisting of positive
frequencies with respect to the Rindler timelike Killing vector
field.

qA)=Z¢kfk+H'C'7 (2)
k

li) = Z Zpkdk + H.C., (3)
k

where ¢, and 3, denote the wave packets associated with the two
distinct decomposition modes, whereas f, and d, represent the
annihilation operators corresponding to these wave packets.

To enable each party in communication to achieve independent
acceleration from one another, localized wave packets ¢, in the
inertial frame and ¢, in the non-inertial frame are required,
where these wave packets are composed of positive frequencies
centered at Q. To render the contribution of negative frequencies
negligible, Q, must satisfy Q, > 1/L. That is, it is necessary to
define the mode functions and their first - order derivatives on
the Cauchy surface t = = 0 [28, 29]. Thus, in the inertial frame,
this chosen mode can be expressed as

¢k(X,0) _ Ce72<710g%> sin <1 /Q(Z) —m2(x — xo))’ (4)
at¢k(x9 0) = _iQO¢k(xa 0),

where x, denotes the central position of the mode function, L is
the length of its accelerating cavity, and C is a normalization con-
stant. Q, represents the frequency around which the frequency

spectrum of the mode function is centered. The parameters L

and Q, can be defined independently. Under the condition |x —
2

) C ) R (=3 L
X,| < L, the approximatione \* %/ m~e "\ L / InRindler

coordinates, i.e., in a non-inertial frame, the mode function at the
Cauchy surface 7 = 7 = 0 is expressed as [30]

2
20 1o,

P(x.0) = o) FQo. ®)
a.,l,bk()(, 0) = iiQolpk()(, 0)7

where y represents the proper distance at the mode center, 7
denotes the proper time at the mode center, C’ functions as
a normalization constant, and f(y) is a combination of the
modified Bessel functions I;,(x) as follows [30]:

SO0 = 1m |1 so(mlxo DI, so(mlz )| ©)

where, the zero - frequency truncation is used to eliminate the
. . 1. ape

negative frequencies, and |x,| = S is additionally chosen to make

the spatial positions of the input and output within the local

region the same.

In the framework of Gaussian quantum information, the quan-
tum channel acting on the covariance matrix of a Gaussian state
can be employed to elucidate the transformation of a quantum
state from an inertial reference frame to a non-inertial reference
frame. A Gaussian state is fully characterized by two moments.
For an n-mode Gaussian state, these moments may be expressed
as [31]

X = (<X1>’ <X2>’ e <Xn>),

0 = (XX + X;X;) — 2{XHX)

(M

Gaussian channels are a subset of quantum channels that map
Gaussian states. The input first-order and second-order moments,
through the action of the quantum channel H(c\))=o@
corresponding to Gaussian states, can properly describe the trans-
formation of reference frames, and its specific form is as follows

X@ = MXU‘),

_ ®
0@ =McPMT +N,

where for an n-mode Gaussian channel, M and N are 2n X 2n real
matrices. N describes the noise present in the quantum channel
and N is a symmetric matrix, i.e., N = N7. f and d correspond to
the inertial mode ¢, and the accelerated mode ,, respectively.

3 | Acceleration for Multiparty Quantum
Communication

To study multiparty quantum communication protocols in a
non-inertial scenario, the communicating parties Alice, Bob
and Charlie all need to perform independent accelerations. An
inertial frame can be transformed into a uniformly accelerating
frame using a unitary linear transformation of mode operators
[32]. Moreover, since a symplectic transformation is a trans-
formation that preserves the symplectic form and there is a
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FIGURE 2 | Arbitrary acceleration trajectory. Regions I and III are
inertial frames, while region II is an accelerating frame. The acceleration
stops atn = 2

unique correspondence between a symplectic transformation in
phase space and any unitary transformation [33], a symplectic
transformation Syy; can be used to represent the transformation
of the quantum field inside the cavity from region I to region II as
shown in Figure 2, that is,

srs’=r1; r:=@Pr, r,-:=[_01 (1)] )

In symplectic transformations, the canonical variables of the
bosonic commutation relations are preserved. This property is
mathematically expressed by [34]:

[X,.X,| =ir;, 10)
where the vector of canonical operators is defined as

X := (41, b1>G>> D> G35 D3) an

for each mode i € {1, 2, 3}, the bosonic position and momentum
operators are given by the standard relations:

K

a+a  a-a
q; -= T

V2 Tz

these operators satisfy the canonical commutation relations
[di, p;] =i6;; and [g;, ;1 = [Py, p;] = 0.

(12)

In a cavity with Dirichlet boundary conditions, when the quan-
tum field is expanded using two sets of complete, orthonormal
mode functions ¢, (in region I, the inertial frame) and ¥, (in
region II, the non-inertial frame) respectively, the Bogoliubov
transformation from one reference frame to the other depends on
mode overlaps of the following form

dp = @, ¢ + @ ¢;§)JF;, (13)

where k € {1,2,3}.

The mode functions and ladder operators via the Bogoliubov
transformation are as follows:

Y= ) &+ Budl, (14)
by =Y & a-Bal, (15)

where &;; := (¥;,¢;) and 5i; = —(¢;, ¢) are Bogoliubov coeffi-
cients. i and j represent the number of modes, which take values
of 1, 2 and 3 in this scheme, meaning three modes correspond
to three communicators. (-,-) denotes the Klein-Gordon inner
product [35].

The transformation from the accelerating frame in region II back
to the inertial frame is the inverse transformation of Sy, that is,
Sy = S;;'. Moreover, since in the free evolution within region
1L, S = @j G;, where G, is a kind of rotational transformation
in phase space, the full symplectic transformation representing
the evolution of the field from region I to region III (i.e., from
the inertial frame to the accelerating frame and then back to the
inertial frame as illustrated in Figure 3) can be expressed as

Mll M12 M13

S zsiﬁSHSl,u =|My;; My My, (16)
M; M3, M
where
M, = Re(a;; — ;) Im(ay; + 6i)) an

—Im(ey; — B;;)) Re(ay; +B;)) ’
the Bogoliubov coefficients a;; and 8;; can be defined as:

o = @i, ¢)),
Bij = _(Inbia ¢7)

(18)

The Bogoliubov coefficients can be series-expanded with respect
to the dimensionless parameter h through perturbation, and the
specific form is given below [31]:

o = ocg.)) + oci(;)h + oci(;)h2 + O(h3),
(19)
By =By +Bi h+ Bk + O,

where the dimensionless parameter h is defined as h = aL, where
a is related to the acceleration and L denotes the length of
the cavity.

From the Bogoliubov identity, it can be derived that [31]
D lay 2 = 1Byl = 1. (20)

In the perturbation coefficients of the Bogoliubov expansion in
terms of the dimensionless parameter [36], if (i + j) is an even
number, then afp = ,6’8> = 0. For the zeroth-order and second-
order terms of Equation (20), using the perturbation series
expansion of the Bogoliubov coefficients in Equation (19), it can
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FIGURE 3 |

The evolution of information in a Gaussian channel under the influence of multiparty quantum communication acceleration. Alice,

Bob, and Charlie utilize the cavity’s first mode for quantum information encoding and decoding. After applying a symplectic transformation S, the
remaining modes are neglected. The standard Gaussian channel £ is decomposed into canonical form &. through two symplectic transformations S;

and Syyy in regions I and III.

be obtained that

| (0) (21)

Re <OC(O)*0((2)> + fa,k - fﬁ,k = 0, (22)
where

m?
nk

s

1
fot,k = EZ a
n#k

Sfop = (23)

Based on Equation (21) and combined with the unitarity of
quantum field mode transformations, it can be derived that:

o = 5,e', 24)

where ¢; is defined as 27 ju, it represents the phase acquired by
mode j relative to the cavity’s center position when the cavity
undergoes accelerating motion over the proper time 7 and u is
defined as ————. In ¢', i denotes the imaginary unit [32].
4Larctanh(h/2)

The first-order coefficients of the perturbation expansion can
be obtained by relating the solutions of the Klein-Gordon
equation in the inertial frame and the accelerated frame, with the
specific form given as follows [37, 38]:

w_ 2

ij - 72(j — i)

24/ij

m2(i + j)3’

B = (25)

where the sum i + j is not an even number.

In this study, among all the modes decomposed in the Minkowski
frame, except for the mode ¢, all other modes and their
corresponding annihilation operators f, are in the vacuum state.
In all the modes decomposed in the Rindler frame, although
the modes ¥ ¢, (other than the mode ¥, and its corresponding
annihilation operator d,) are non - vacuum modes, they are
chosen to be neglected. Therefore, in three - mode multiparty
quantum communication, assuming that the mode functions ¢y,
¥, dus Yo, P> and Py do not overlap with one another, it can be

obtained that:

(@080 = @) = @n 35 = (¢ 97 =0
(@085 = @ ¥5) = (@ 95) = (S 97) =0
@) = @95 = G 9 = G ¥ ) =0, (26)
and
o fi1=dndP1=1£.d71 = [f1.d7] =
[ f01 = [dy d3) = [ d D) = [find”1 =
[fio fi] = [di d)1 = [fu di] = [fundT=0,  (27)

where the symbol ) indicates that the equality holds regardless
of the presence or absence of complex conjugation.

Thus, except for the mode k of the Gaussian state, all other modes
are removed. Then, the matrices M and Ncorresponding to mode
k can be expressed as [31]

M, = Re(ote — Bix)  Imay + Brx) ’ (28)

—Im(ot — Bik)  Re(tie + Bric)

N, = ZMnkMrle (29)
n#k

when the above equations are expanded perturbatively in terms of
the dimensionless parameter h = aL and third- and higher-order
contributions are neglected, it follows that [31]

My = My + MR + O(h),

N, = NP> + 0(h?),
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N]((Z) — ZM(I) M(l) ,
n#k
MO = cos¢, sing,
da —sing, cos¢,
M) =M =0(n+#k),
(m) (m) @ ) (m)
M Re(@ = Fu) - Im(cy +£ic) (30)
nk —Im( (m) B(m)) Re ( (m) B(m))
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where in the last matrix m = 1,2 because the third-order effect
is neglected.

When a Gaussian state undergoes free evolution while moving
inertially in a Gaussian channel within the proper time 7;, the
zeroth - order matrix of M can be expressed as

@)

¢ sing; cos¢;

MO _ [cos ¢; —sin ¢>i]

where ¢; = Y% denotes the phase accumulated during the free

evolution of the cavity within the fixed time 7;, where k is the
corresponding mode with k € {1, 2,3}and i € {1, 2, 3}. To simplify
the calculation, it is assumed that the phase shift satisfies ¢; =

T —2¢,.

Then, the acceleration matrix satisfying multiparty quantum
synchronization is constructed as

[ Re(er;; — B11)  Im(ay; + Biy) 0
—Im(ay; - B1)  Re(oyy + Bi1) 0
M= 0 0 Re(ay, — B)
0 0 —Im(ax, — B)
0 0 0
| 0 0 0

In cases where noise in the cavity of a Gaussian channel cannot be
neglected, the influence of acceleration on multiparty quantum
communication can be expressed as

o@ = McWMT + N

Muo’M} +N, MM} My )M,
= Myo! )MT My oML + N, MuolPML [, (33)
(
Mo MT Mye ML MyolML + Ny,

o O D
an %a» a3
x o =|a? G GO0
where the block matrix o/’ = %oy %oy %oy N;, N;; and
I I ¢))
oy %G ey

Q

qQ

Ny are defined as follows

+
N, = h? Vigy Vo0 TV Ty,
=
[ 2 2 2 2
+72 47+
N, = h? lelZ y2312 lezz }/2332
mn=
_7331271312 tVap, Vop, V35, V1p, T Vg, Vop,,
[ 2 2 2 2
+72 4yl o+
N, = h? ylcls yZCls lezs yZCzs
=
_73C13 Viey TVac, Voo, T V30 Vicy,, T Vacy, Vo,

2 2 2 2
_73A21 Ving, TVau, Vouy, V30, V1ay T Va0, Y20y, 73A21 + 74A21 + V3A31 + 74A31

the components of the parameter y are defined as:
}’11,“, = Re(a;; — B;;)
Yoy, = Im(ey; + Bj)
Vs, =~ Im(a;; — Bij)
Vay, = Re(a;; + ;)

to Mode I, IT, and I1I, respectively. The sub - matrices GE{;) within

, where V €{A,B,C} corresponds

% by ] . Matrices M
Gj Gy

and the parameter 4 have been discussed previously and will not
be repeated here.

o) are defined as 2 x 2 matrices: cr(f ) [

4 | Key Rate Calculation

Next, we will explore the impact of acceleration on the security of
multiparty QCC and QSS.

0 0 0

0 0 0
Im(ay, + B2,) 0 0 (32)
Re(ay, + f2,) 0 0

0 Re(oz; — B33)  Im(as; + B33)

0 —Im(as; — Bs;3) Re(as; + Bis) ]

4.1 | Independent Entangled Cloning Attack

In this subsection, we analyze the independent entangled cloning
attack in the presence of acceleration. As shown in Figure 4,
initially, the eavesdropper Eve prepares three sets of independent
EPR pairs. Under the acceleration effect, Eve injects one mode
of each EPR pair into the channel through a beam splitter
with transmittance 7, (and 7g,7. for the other pairs). After
passing through the beam splitter, the output mode is £ AL(BLCI)s
while the other output mode of the EPR pair is E A2(B2,c2)- These
two output modes are stored in separate quantum memories
(QMs), respectively. Through the transformation in Formula
Equation (33) applied to the multiparty quantum communication
matrix Vg3 camve [12], the covariance matrix W of the state
©a1.83.03.5ve Under the influence of acceleration can be obtained.

Viay Vany T V2uy Vany, T V14, V30, T V24, Vany,

Vip, 735, + Vop, Vap,, + Vip,, V35, + Y2y, Vap,, (34)
2 2 2 2 ?
}/3312 + }/4312 + 7/3332 + y4332

Vie,Vacy, T V20 Vacy, T V16, V3e,, V20, Vac,,

2 2 2 2
y3C13 + )/4013 + y3C23 + 7/4023
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FIGURE 4 |
cloning attack in the presence of acceleration.

The EB scheme against an independent entangled

In the QCC, assuming that Alice shares her secret message with
Bob and Charlie, the key rate can be defined as
(d) : (d) ()
KQCC =min{K ;, K, -}, (35)

the key rates for reverse reconciliation and direct reconciliation,
are given by Equations (36) and (37), respectively.

KXY = BI(A,, : B,) - I(A, : E,)
36
KR = g1(A,, : C,)-I(A,, : E,) co
AC m * “~n m * s

KX = gI(A,, : B,) -~ I(B, : E,)
(37
KX = BI(A,, : C,) - I(C, : E,)

where K, denotes the key rate between Alice and Bob, K,
denotes the key rate between Alice and Charlie, and § is
the reconciliation efficiency. I(4,, : B,), I(A,, : C,),I(A,, : E),
I(B, : E))andI(C, : E,)denote the mutual information between
the measured data of Alice and Bob, Alice and Charlie, Alice and
Eve, Bob and Eve, and Charlie and Eve, respectively.

The mutual information between the measured data of Alice and
Bob, and between Alice and Charlie, can be calculated using
Equation (38), while the mutual information of other measured
data pairs is obtained via Equation (39).

1 W(B,(C,)
I(A,, : B,(Cp) = > log, ——————~— 38
( € 2 % W(B,(C. )AL )
1 w4,,(B,,C,)
: = -log, ——mnmn/
I(A,,(B,,C,) : Ey) 5 log, A COE) (39)

where W(B,(C,)) | A,,) denotes the conditional variance of B,
and C, after the homodyne detection of 4,,, and W(4,,(B,,,C,)) |
E,) represents the conditional variance of A,,, B,, and C,
following the homodyne detection of E;.

Acceleratsy -~ — — — = — = = = = = = = — — - — — - - === -~
Intervention | @ — — — — — — — — — — — — — — — — — — — — — — — — — — — |
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FIGURE 5 | The EB scheme against coherent attack under the
influence of acceleration.

K2R = BI(A,B, 1 C) = I(Ay, : E)=I(B, : ). (41)

The mutual information of the measurement data can be
expressed as Equations (42), (43) and (44), respectively.

1 WwW(C,)
I(A,,,B, : C,) = = log, ———— 42
( )=> & W1 A D) (42)

1 W(C,)
I(C, : E;)= s log, ———— 43
( )=> & W, | B (43)
A B

I, : E)+1(B, : E) = L log, v 11 WE
2 T W(ALIE) 2 T W(B,|E)
(44)

In the above equations, the parameters are m =1 and n =
3. Specifically, for the mutual information I(A,, : E,)between
Alice’s and Eve’s measured data, s = {4,, A,}; for the mutual
information I(B, : E,)between Bob’s and Eve’s measured data,
s = {B,, B,}; and for the mutual information I(C, : E,) between
Charlie’s and Eve’s measured data, s = {C;, C,}.

4.2 | Coherent Attack

In this section, we will investigate the coherent attack under the
acceleration effect. As shown in Figure 5, in the auxiliary quan-
tum mode, Eve extracts three quantum modes and injects them
into three channels through beam splitters with transmittance
Na.c) respectively; both the output states of the beam splitters
and the retained auxiliary quantum modes after output are stored
in Eve’s QM. The multiparty quantum communication matrix
V a1,83,03/xp X5, B i1 the non-inertial frame can be expressed as [12]

A 0 B 0 B 0
In QSS, assuming that Charlie holds the key, the key rates 0O C 0 D 0O D
for reverse reconciliation and direct reconciliation are given by v o _|B 0 E 0 F 0 (45)
Equations (40) and (41) respectively. ALB3.C31Xp Xg Py 0 D 0 G 0 H
B 0 F 0 E O
@
Kggs = 6I(Am’Bn : Cn) _I(Cn : ES), (40) 0D 0O H O0G
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Where parameters A,B,C,D,E,F,G, and H are too complex to
present here and are thus provided in Appendix.

By performing the operation in Equation (33) using this covari-
ance matrix, the covariance matrix W under the influence of
acceleration can be obtained. After acquiring the covariance
matrix under the influence of acceleration, the key rate of the
QCC scheme can be expressed as

K}ig(d) = BI(A,, : B,) — H(pgye : A,),
(46)
(d)
K/}ig = BI(A,, : C,) _H(PEve T A,

where I(4,, : B,(C,)) is the mutual information, and H(pog,. :
A,,) is the Holevo quantity between Eve and the quantum state
p of the measurement data A,,, which can be expressed as

H(ppye + Apm) = S04, 5,c,) = SPs,.co14,,) 47
where S(p) denotes the von Neumann entropy of the quantum
state p.

Using the symplectic eigenvalues v,,v,,v; of the covariance
matrix W, - and the symplectic eigenvalues v, and vs of
the conditional covariance matrix Wy ¢ 4 , one can compute
the entropy S(p4, 5,c,)of the state o, 5 - and the conditional
entropy S(0, c,4,,):

Sy yc,) = h(V1) + h(v,) + h(vy), (48)
S(pg, c,la,,) = h(vs) + h(vs), (49)
where
L_x+1 x+1 x-1 X —
h(x) := > log, > > log, 2 (50)
The key rate of the QSS scheme is given by
K" =BI(AyB, : C,) = H(ppwe : C,) (5D
where
H(pEve . Cn) = S(pEve) - S(pEvelcy,)
(52)

=S(Pasc.) = S(Pannic,):

Using the symplectic eigenvalues v, and v, of the covariance
matrix W, 5 c., one can compute the conditional entropy

S(Pa,,.51c,):
S(Pa,.5,1c,) = h(V6) + h(v7). (53)

It is worth noting that the key recovery situation for QSS with (3,4)
and even higher thresholds may be different [39, 40].

5 | Simulation

In this section, we will analyze the impact of acceleration on the
simulation results of QCC and QSS under coherent attacks, where

the three communicating parties (Alice, Bob and Charlie) have
equal weights in the communication process.

Settings of relevant parameters. The channel transmittance
between Alice, Bob, Charlie and David is denoted as 9, o) =

_Laso)
100w, where Ly, represents the transmission distance

between the three communicating parties and David. In addition,
A stands for the acceleration generated during the communica-
tion process. V is the variance of the two-mode squeezed state
(TMSS) adopted by Alice, Bob, and Charlie. Vi, Vi, and Vi,
respectively represent the thermal noise injected by Eve into the
corresponding channels. g;, g,, and g; denote the correlation
between channel noises. 8 indicates the reconciliation efficiency,
which is set to 0.98 in the simulation.

5.1 | Quantum Cryptography Conference
This section investigates the impact of different accelerations on
the secure communication key in QCC under the scenario where
Eve launches a symmetric attack on Bob and Charlie.

Since the channels of Bob and Charlie are subjected to the same
symmetric attack by Eve, Vi, = Vg, and g, = g,. Meanwhile,
assume that the transmission distance from Alice to David is set
differently from that between Bob and Charlie to David, while
the transmission distance between Bob and Charlie to David is
identical. i.e., L, # Ly = L.

Figure 6 illustrates the variation of the maximum transmission
distance between communicating parties when Kggc > 0 under
the influence of different accelerations. As expected, acceleration
undermines the maximum transmission distance between com-
municating parties, regardless of whether the attack employed
is one of the two types of maximum entanglement attacks or an

independent attack.

Figure 8 illustrates the impact of acceleration on the secure
key and transmission distance under entanglement attacks and
independent attacks when A = 0.1, as well as their variation
trends. It can be seen that acceleration degrades both the secure
key rate and the maximum transmission distance under all
attack models, with the degradation being more pronounced for
independent attacks than for entanglement attacks.

Figure 7 illustrates the variation of the key rate with different dis-
tances between Bob(Charlie) and David, the influence of varying
thermal noises injected by Eve, and the effect of the variance V'
of the initial TMSS adopted by Alice (Bob, Charlie). These results
are obtained under the entanglement attack scenario where g, =

0, and g; = —1 /Véc — 1. It can be observed that the key rate

decreases gradually as Ly = L. increases, and the stronger the
thermal noise injected by Eve, the more rapid the key rate decline.
However, an increase in the variance V' of the initial TMSS
results in a higher key rate. Notably, the variation trends are
similar in both the inertial frame and the non-inertial frame, with
acceleration only further impairing the key rate.

Figure 9 illustrates the three-dimensional relationship among
acceleration, key rate, and channel loss under maximum
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entanglement attacks and independent attacks. As acceleration
increases, both the key rate and transmission distance are
impaired. To observe the impact of acceleration on these two
types of attacks in greater detail, Figure 10 presents the two-
dimensional planar graphs of the attacks. It can be observed
that under maximum entanglement attacks, the attenuation
degree of the key rate gradually increases as the acceleration
rises to the same extent; whereas under independent attacks,
the attenuation degree of the key rate gradually weakens as the
acceleration increases to the same extent. This is mainly because
the two types of attacks correspond to different initial correlation
structures. In entanglement attacks, the noise injected by the
adversary (Eve) into the channels of each communicating party
is mutually correlated. Therefore, acceleration acts on the entire
multimode correlation structure. It not only weakens the effective
correlations among legitimate communicating parties, but also
further disturbs the original balance between the eavesdropper’s
correlated noise and the legitimate correlations, making the
multiparty correlation structure more vulnerable to destruction

under relatively large acceleration. Meanwhile, the thermal noise
induced by acceleration increases as the acceleration grows. Con-
sequently, the same magnitude of acceleration increment leads to
a more pronounced degradation of the key rate. In independent
attacks, the noise injected by the eavesdropper (Eve) into the
channels of each communicating party is mutually independent.
Acceleration serves to weaken the useful correlations among
legitimate communicating parties and increase local thermal
noise. Once acceleration has weakened the correlations among
communicating parties to a low level, further increasing the accel-
eration will only disrupt a limited amount of useful correlations.
Therefore, the degradation of the key rate gradually diminishes.

5.2 | Quantum Secret Sharing

This section investigates the influence of different accelerations
on the secure communication key in QSS under the scenario
where Eve launches an attack against Alice and Bob. It is assumed
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anglement attacks and the independent attack. The dashed line corresponds
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that the attacks on the channels of Alice and Bob are identical, i.e.,
satisfying the conditions Vj;, = V. and g, = g;.

Figure 11 illustrates the variation of the maximum communica-
tion distance when Kggs > 0 with increasing acceleration. It is
evident that the maximum communication distance gradually

decreases as acceleration increases.

Figure 13 illustrates the effect of acceleration on the two types of
maximum entanglement attacks and the independent attack. It
can be observed that when the channel loss is approximately 2
dB, the key rate under the independent attack begins to be lower
than that of the entanglement attack with g, —\/5 and g, = 0.
Additionally, as shown in Figure 11, when L, =~ 2, the maximum
transmission distance of this entanglement attack also becomes
smaller than that of the independent attack. While the secure
key rates of all attacks are attenuated, it is also noted that the
attenuation degrees of both the maximum entanglement attack

with g, =0 and g, = —4/3/2 and the independent attack are
smaller than that of the entanglement attack with g, = — \/§ and
8 =0.

Figure 12 illustrates the effect of acceleration on the variation of
each parameter under the entanglement attack with g, = 0 and
8 = —1 /(Véc —1)/2. It can be observed that acceleration only

weakens the key rate, and its influence on each parameter is
consistent with the variation trend in the inertial frame.

Figure 14 illustrates the effect of acceleration on the key rate
under the second type of maximum entanglement attack with
g1 = —1 /(Véc —1) and g, =0. As acceleration increases, the
key rate decreases progressively, but the effect of the same
acceleration increment becomes increasingly less significant, and
its overall trend is similar to that of the first type of maximum
entanglement attack.
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6 | Conclusion

This study proposes a scalable method for analyzing the impact
of gravity on CV multiparty quantum communication. When
communicating parties are in accelerated motion, the perfor-
mance of all protocols exhibits a downward trend. Nevertheless,
several key findings merit particular attention, as they clearly
reveal significant correlations between gravitational effects and
different multiparty quantum communication protocols as well
as their associated system configurations.

Our results demonstrate that the strength of gravitational effects
on the security performance of QCC is significantly weaker
than their impact on the security performance of QSS. Increas-
ing acceleration leads to varying degrees of reduction in the
maximum communication distance with a positive key rate for
both protocols. Acceleration degrades the key rate as a result
of mode transformations in non-inertial reference frames. This
results in mode mismatch between accelerated wave packets
and inertial wave packets, which breaks the correlations among

communicating parties in CV GHZ states and converts vacuum
fluctuations into thermal noise. Such decoherence and thermal
noise induced by acceleration diminish the mutual informa-
tion among legitimate communication parties and extend the
information limit that eavesdropper Eve can intercept. When
the acceleration of the three communicating parties remains
constant, the key rate of the protocol is negatively correlated with
the distance between the three parties and the thermal noise
injected by the eavesdropper into the corresponding channels,
while it is positively correlated with the variance of the tripartite
two-mode squeezed states. This trend is entirely consistent with
the laws in inertial frames, where acceleration only serves to
weaken the key rate. It follows that, although gravitational effects
exert corrections on the equations of quantum field theory,
they do not bring about fundamental alterations to the laws in
inertial frames.

The method proposed in this paper for analyzing the impact of
acceleration on multiparty quantum information protocols can be
further extended to accelerated scenarios with a higher number
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of modes. However, it should be noted that, consistent with
previous studies, this work also neglects some of the higher-order
expansion terms of the Bogoliubov coefficients and fails to take
into account the relevant effects induced by ﬁl.(;). For gravitational
influence scenarios involving more modes, it is inevitable to
incorporate the higher-order expansion of the Bogoliubov coef-
ficients into the computational model. This research avenue is
not only a priority for our future endeavors but also a highly
challenging undertaking.
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Appendix A

Parameter Calculation Process: First, a 6 X 6 covariance matrix for thermal
noise injected by Eve into three channels is constructed. Subsequently,
specific operations are performed between this matrix and the matrices
established by three legitimate parties to obtain the covariance matrix
of the entire system, denoted as V4 p ¢ pye- The system matrix is rear-
ranged in the order of A, E4, B, Eg, C, E¢, followed by the transformation
operation UpgyiqUgveVaE, B.E5.C.E UﬁveUgaw. 4 using the beam splitter
matrices Up,y;q and Ug,, with specific rows and columns removed. After
that, the modes are rearranged in the order of A, By, Cy, D, E, F to derive
the covariance matrix V4, g, c, p,gr- Finally, the multiparty quantum
communication matrix (V,, g, c.1%, %,.5,) IS obtained through partial
homodyne measurement and iterative operations.

For parameter A:

U
A=V +—2—— = % (A1)

where

Uy =2g1V/1—tg\/1 =ty =481 —to\/T = t, —4g31/1 = t,\/1— ¢,
+ taVa + tha + 4tcVa + Vea — taVea =+ Veb - theb =+ 4Vec
— 4t Ve,

U, =t, —t,V?2,
Us = 4t (=1 +V2),

Uy =g1\/1—to/1 =ty —ga/1—tg\/1—t. =383/ 1 - tp\/1 -1,
+ 1V + 2tV + Vep =tV + 2Vee — 2t Ve,

Us =-2g1\/1 =t/ 1=ty + Vo +t,(Vy = Vo) + Veg + Vep — tpVep,

Us =28V1 —ta\/1— 1. = 283\/1 =ty /1 — 1. = 1,V + 1,V4 = Ve
+ taVea + Veb — theb~

For parameter B:

(A2)

where

Uy = \ta\/tp(-1+ V),

Uy =g1V1—toV1 =ty — @/ 1=t \1 =t —g3\/1—tp\/1— 1,
+ 1V + Ve = tVees

Us = —g3 + g3ty + 81 (=1 + ta + ty — talp) + 83t — Gilple
+ G (=1+tg + 1t — tate) = 283ta\/1 = tp\ /T — 1.V + LotV
+ bt VE 4+ 1t V2 = 2g54/1 = tyr/1 = Ve

+ 2g3t\/1 —tp/1 — tcVea + thaVea = tathaVea + tL‘VaVea
- ta[cVaVea + taVaVeb - tatbvaveb + tcVaVcb - tbtcVaVeb
+ VeaVeb - taVeaVeb - theaVeb + tatheaVeb

- 2g2 V 1- ta(gS V 1- tb(_l + ts) + 1- [c([bVa + Veb
- tbveb)) + taVaVec + thaVec - tatcVaVec - tbtcVaVec
+ VeaVec - [aVeaVec - [cVeaVec + tatcveavec + VebVec
= tpVerVee = teVepVee + tpteVenVee — 281(831/1 — ta

X (=1 +tp)\/1—te+ /1 —tp(ga(-1+1t)\/1—t,

+ V 1- ta([cva + Vec - [cvec)))~

For parameter C:
(A3)

where
Uy = t(-1+V?2),

Uy = =281 /1 — tg\/T = 1 — 285\/1 = 1g /T — tp — 2g53/1 — [p/T— L,

Us=t,Vo+t, Vo +tVa+ Vg = taVea + Vep = thVep + Vee =tV

For parameter D:
D=—-— (A4)

where
Up = Vi Vi (-1 + V),
Uy, = =2g1\/1 = t4 /T =ty —285\/1 — te\/1 — L. —2g31/1 — tp\/1 — £,

F+ Vo + Ve +t Ve +Veg —=taVea + Vep = tpVep + Ve — tVee.
For parameter E:

U U, - U?
E=Vy+2-—2 % _ (A5)

U, U?
v u
where

Uy =2g1\/1—to/1 =t —4gy\/1—t,\/1T—t, —4g3\/1— tp/1— ¢,
+ taVa + tha + 4tCVa + Vea - taVea + Veb — [bVeb + 4Vec
— 4.V,

U, =ty —t,VZ,
Us = 41,(-1+ V2),

Us=g1V1—tgV1 =ty =380\ 1 = t\/1—t. — g3/ 1 - tp\/1 -,
+ tqVa+ 2tV + Vg = tqVeq + 2Vee = 2t Ve,

Us = -2g; V 1-t,4 V 1=ty + 1V +1,(Vy = Vo) + Vg + Vop — tpVep,s

Us =28\/1—ta\/1—t. =283\ 1 = tp\/T— 1. = 1,V + 1,V — Vg
+ taVea + Veb - theb'

For parameter F:

(A6)

where

Uy = \ip/l(-1+ VD),

Uy =-g1V1—ta\1=tp —g\1—te /1=t +831/1 - tp/1— 1,
+tVa+Vea —tiVea,

Us; = _g§ +g§tb +g%(_1 + g+ 1ty —taly) +g§tc - ggtbtc
+ & (=14 tg + 1t —tale) = 283t /1 =ty /T — £V + L1,V
+ tt V2 4+ 1yt V2 —2g54/1— th\/1 = 1.Veq
283t \% 1-1 \% 1—tVeq +t5VaVea = talpVaVea +1:VaVea
tatcVaVea + taVaVeb - tathaVeb + tsVaVeb - tbtcVaVeb
VeaVeb = taVeaVeb = tbVeaVeb + tatyVeaVeb — 282 \% 1-14
(g3 \% 1- [b(_l + tc) + V 1- tc(tha + Veb - tbveb))
taVaVec + [bVaVec - tatcVaVec - tbtcVaVec + VeaVec
- taVeaVec - tcVeaVec + tatcveavec + VebVec - thebVec

+

+ X +
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= tVepVee + tpleVepVee — 281(83 1 = ta(=1+ 1)1 = L,
+ V1= (=14 1)1 —te + /1 = 1(tV + Voo = 1.Ve)))

For parameter G:
G=V,—— (A7)

where
U, = t,(-1+V3),

U, = =281 \/1 = to /T =t — 2g5\/T = tg\/T — £ — 2853/1 — 1, /1 — £,

F Vo + Vet Ve + Vg —tVea + Vep = tpVep + Ve — £Vee.

For parameter H:
H=-— (A8)

where
Ur = Vip\/t(-1+V3),
U, = =281V = tg\/T =t — 2g5\/T = tar/1 = Lo — 283\/1 — /1 — I,

F Vot Vet Ve + Vg —tiVea + Vep = tpVep + Ve — tVe
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