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1.2. þþþfffÿÿÿØØØOOO���nnn

5

The Heisenberg Uncertainty Principle
• It is impossible to make simultaneous precise measurements of a pair

of canonically conjugate observables of an object.

• Position and momentum
• Energy and time
• Amplitude and phase

The Heisenberg Microscope

electron

atom

excited state

photon

photonincident
photon

atom

reflected
photon

observer

recoil disturbed the position
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1.3. þþþfffUUU\\\���nnn

 

Å½��c

|ψ〉 =
1√
2
(|0〉 + |1〉) (1)

• ¿7µ���Å½��c§·Ò�<Ãl�
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1.4. þþþfffØØØ���������½½½nnn

| 〉| 〉 or

| 〉| 〉 +

Classical Physics:
“bit”

Quantum Physics:
“qubit”

Quantum Superposition

One bit of information per photon
(encoded in polarization) >>=

>>=
"1|"|
"0|"|

V
H

〉+〉=〉Φ VH ||| βα

Non-cloning theorem:
An unknown quantum state can not be copied precisely!

1|||| 22 =+ βα

2||α

2|| β
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2 þf�è

2.1. þþþfff���èèè¿¿¿ÂÂÂ

O
n an otherwise quiet Saturday 
evening in 1946, Frederic de Hoff-
man briefly thought he had lost 
the secrets of the atomic bomb. 

De Hoffman was a physicist at Los Alamos 
National Laboratory in New Mexico. As part 
of his job, he kept the design for the weapon 
in nine filing cabinets in his office. When he 
came into work and opened one, he found an 
enigmatic note: “When all the combinations 
are the same, one is no harder to open than 
another — same guy.”

De Hoffman thought that the ‘same guy’ was 
the person who had tried to break into the lab’s 
secure facility earlier that summer, but, as it 
turned out, the thief was standing next to him. It 
was Richard Feynman (pictured above), a lead-
ing quantum theorist who had a reputation as 
an incorrigible prankster. He had broken into de 
Hoffman’s filing cabinets earlier that day to grab 
a few documents he needed to write a report.

Security has come a long way since 1946, but 
some things never change. Quantum physicists 
are now learning how to crack what is arguably 
the most secure form of data transmission 
ever conceived: quantum cryptography. This 
encryption method is theoretically unbreak-
able, but nevertheless, groups are finding weak-
nesses that may require rethinking the design of 
commercial systems. The work, says Seth Lloyd, 
a physicist at the Massachusetts Institute of 
Technology (MIT) in Cambridge, is a caution-
ary tale. “Nothing is unassailable,” he warns.

Quantum cryptography uses the fundamen-
tal laws of physics to encode information in the 

quantum states of particles, usually photons. 
Most existing systems use a protocol known as 
Bennett–Brassard 1984, or BB84, which gener-
ates a secure quantum ‘key’ that can be used to 
encode messages sent between parties. BB84 
works like this: the sender transmits an encoded 
key by polarizing single photons along one of 
two axes — up and down or tilted at 45° — and 
sending them along a fibre-optic cable to the 
receiver (see diagram). The receiver then ran-
domly chooses an up-and-down or tilted filter 
to read each photon. If the filter they choose is 
aligned with the sender’s orig-
inal polarization, the receiver 
will be able to read one bit of 
the sender’s data, but if they 
choose the wrong alignment, 
then the photon, by virtue of 
quantum mechanics, will pass 
through the filter in a random orientation. 

After the original key has been transmitted, 
the sender and receiver compare the filters they 
used for each photon. They throw away the 
random bits and keep the rest as part of a new, 
secure shared key, which is then used to encode 
a longer message sent over regular channels.

At first glance, the BB84 protocol may seem 
complicated and highly inefficient. But the 
method behind it means that it can’t be inter-
cepted without the sender and receiver finding 
out. Suppose an eavesdropper were to try to lis-
ten in on their conversation. As she reads each 
photon with her own two filters, she passes it 
along to the receiver, but not necessarily in the 
same orientation as it was originally sent. There-

Seeking absolute security
Quantum cryptography is theoretically unbreakable, yet 
a handful of physicists are finding ways to hack into its 
secrets. Geoff Brumfiel finds out how.

“Not enough attention 
has been paid to 
vulnerabilities.”
  — Daniel Gottesman 

fore, when the sender and receiver compare their 
keys, they will find a lot more random bits cre-
ated by the eavesdropper and they can immedi-
ately cut off their communication or try to send 
a fresh key through a different channel.

What sets the BB84 protocol apart from other 
forms of cryptography is that the code should 
be impossible to crack. Most of today’s keys 
are encrypted with a mathematical technique 
that depends on large prime numbers. Security 
hinges on the idea that large numbers are hard 
to factor into primes, but there is no way to be 

sure of that assumption, says 
Daniel Gottesman, who stud-
ies quantum cryptography 
at the Perimeter Institute in 
Waterloo, Canada. “We don’t 
think there’s a way to do it on a 
classical computer in any rea-

sonable amount of time, but there is no way to 
prove that,” he says. By contrast, the security 
of BB84 and other quantum protocols hinges 
on the immutable laws of physics: “Given that 
quantum mechanics is correct, then we can 
mathematically prove that this idealized BB84 
protocol is actually secure.”

But if the idealized version of the BB84 proto-
col is secure, the real version can be anything but, 
according to Charles Bennett, a computer scien-
tist at IBM Research in Yorktown Heights, New 
York. Bennett is one of the ‘B’s in the BB84 name, 
and he and other researchers built the first dem-
onstration unit in 1989. In that very first quan-
tum-cryptographic system, Bennett recalls, the 
polarization of the photon was switched by use of 
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4

Secret key cryptography
(Vernam cipher, 1927)

Unbreakable… unless the eavesdropper knows the key!!!

⇒ How to distribute the key among the partners?

Q-crypto is a protocol for secure key distribution!

i.e., purpose: establish two identical lists of secret bits.

Alice Bob

0101110010100011

1000100011110101 1000100011110101

1101010001010110

Sent: sum mod 2
Contains NO info!

0101110010100011

http://ccs.sjtu.edu.cn/index.php?mod=3&id=5
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2.2. þþþfff���èèè���ÆÆÆ

2.2.1. BB84���ÆÆÆ

第二章量子信息论基础知识

Eve

Alice Bob

( , )I

( , )I

(
,

)

I

(
,

)

I

Direct Reconciliation  (DR) :     ( , ) ( , );

Reverse Reconciliation (RR):    ( , ) ( , );

I I I

I I I

图 2.5 密钥协商协议

Fig.2.5 Key reconciliation protocol.

图 2.6 BB84量子密钥分发协议

Fig.2.6 BB84 quantum key distribution protocol.
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Classical light field
Light = Electric field propagating as 
a transverse wave

Polarization =
direction of oscillation 

of the electric field

Quantum light field

Physics: Polarization of Light

Note: practical implementations of Q-crypto code in a different 
property of photons (« phase coding »)

• light is « made » of photons
• polarization is a property of 
each photon
• the state of polarization of 
the photon determines the 
direction of oscillation of the 
macroscopic field.

H-V basis

+45/−45 basis

http://ccs.sjtu.edu.cn/index.php?mod=3&id=5
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6

I

Classical

Quantum: 1 photon

Physics: Measuring Polarization
Polarizers = Filters

• Half intensity
• New polarization state

I/2

I/2

I/4

I/4

I/2

0

p=1/2

p=1/2

« click »

The polarization of a single photon cannot be learnt with certainty!

Transmitted
Reflected

http://ccs.sjtu.edu.cn/index.php?mod=3&id=5
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• BB84�Æó��n
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2.2.2. EPR���ÆÆÆ
上海交通大学博士学位论文

图 2.7 EPR量子密钥分发协议

Fig.2.7 EPR quantum key distribution protocol.

公式（2.62）表明如果Alice和Bob采用相同的测量基分别测量各自持有的EPR光子，

那么他们的测量结果必然正相关；如果他们采用不同的测量基测量，则测量结果无

关。下面详细介绍EPR协议的工作步骤，如图2.7所示：

1.首先制备一对满足关系（2.62）的纠缠光子对，分别发给Alice和Bob。

2. Alice和Bob分别独立地制备随机比特串a和b。Alice和Bob分别根据持有的比特串的

对应比特值选择测量基。如比特值为0，则选择测量基X；若比特值为1，则选择测

量Z。

3. Alice和Bob依次对发送来的光子进行测量，记录下测得的光子的偏振态和对应的

时间间隙。

4. 传输完毕后，Alice和Bob通过经典公共信道比较随机比特串a和b的值，保

留a和b对应比特值相同的偏振态，其余丢弃。

5. 现在Alice和Bob在不存在窃听者和量子信道是完善的情况下，应该拥有完全相同

的偏振态。

6. Alice和Bob对偏振态进行相应编码，即可得到一串完全相同的秘密比特串。

7. 为了检测窃听者，Alice和Bob分别从自己的秘密比特串中取出具有相同时间间隙

的部分秘密比特串，并通过公共经典信道进行比较。若误码率超过由于信道不完善

导致的误码率阈值，则需要重新开始密钥传送过程。否则，把剩余的秘密比特保

留。

8. Alice和Bob通过信息协商、经典纠错和保密增强技术从剩余的比特串中提取出完

– 30 –
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Generation of Photonic Entanglement

[P. G. Kwiat et al.,  Phys. Rev. Lett. 75, 4337 (1995)]

( )

( )212112

212112

||||
2

1|

||||
2

1|

〉〉±〉〉=〉Ψ

〉〉±〉〉=〉Φ

±

±

HVVH

VVHH
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2.3. ¢¢¢���¢¢¢yyy

2.3.1. gggddd���mmm£££1¤¤¤

too much information to Eve. A method for achieving this goal, named sliced reconciliation, was 
proposed by the group of one of the authors (NC). By alternating bit-extraction and error-correction 
steps over successive “bit slices” it is possible to extract a number of common bits that reaches 
typically 80 to 90% of Shannon's limit. This method was applied to the experimental data obtained 
with a variance ranging between 25 and 40 shot-noise units. The obtained net secret key bit rate 
was 1.7 Mbit/s for a lossless line and 75 kbit/s for a line with a 3.1dB loss. These rates are quite 
significant when compared to photon-counting QKD, and they open very interesting perspectives 
for coherent states CV-QKD. The table-top experiment shown in Figure  2 may straightforwardly 
be transposed to telecom wavelength (1550 nm) by using only standard telecom components. A 
significant advantage is that the setup does not need sophisticated devices such as single-photon 
sources or counters. 
 

 
Figure 2 
 
 
Security proofs 
The first security proof on direct [6] and reverse [4] reconciliation protocols only considered 
individual Gaussian attacks. This certainly does not mean easy attacks, because such attacks 
already imply that Eve must have a long-lived quantum memory for storing light states, and also 
must produce pairs of light beams with arbitrary entanglement. Nevertheless, such attacks are not 
the most general ones, and, more recently, several new security proofs of coherent-state CV-QKD 
have appeared. An important first step is to realize that these protocols are actually equivalent to 
entangled-based protocols, where Alice measures simultaneously both quadratures on her entangled 
beam so to prepare a Gaussian-modulated coherent state at Bob’s side. This virtual entanglement, 
also known for photon-counting QKD, is very useful for establishing security proofs. In particular, 
it implies that there is an entanglement-breaking limit in continuous-variable protocols, 
corresponding to an intercept-and-resend attack, which gives ε < 2. This means that when the 
excess noise exceeds two shot-noise units, no secure communication is possible 
 

 6
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2.3.2. gggddd���mmm£££2¤¤¤

欧盟正在建设的空间量子密码系统

国际发展动态：量子密钥分配（3）

http://ccs.sjtu.edu.cn/index.php?mod=3&id=5
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2.3.4. 111nnn&&&���£££2¤¤¤µµµ{{{IIIddd"""444���ÆÆÆ

Secure communication

Quantum cryptography
with a photon turnstile

Quantum cryptography generates
unbreakable cryptographic codes by
encoding information using single

photons, which until now have relied on
highly attenuated lasers as sources1,2. But
these sources can create pulses that contain
more than one photon, making them 
vulnerable to eavesdropping by photon
splitting3,4. Here we present an experimental
demonstration of quantum cryptography
that uses a photon turnstile device, which is
more reliable for delivering photons one at
a time. This device allows completely secure
communication in circumstances under
which this would be impossible with an
attenuated laser. 

Our quantum-cryptography system (see
supplementary information for full techni-
cal details) implements a protocol known as
BB84 (ref. 5). The photon turnstile is a 
single quantum dot in a micropost cavity6,7,
which is optically excited by a pulsed laser.
The security improvements attainable with
this device can be quantified by two mea-
surements: the probability that the device
will inject a photon into the quantum chan-
nel, measured as 0.007 by comparing the
count rate at detector 0 (see supplementary
information) to the repetition rate of the
excitation laser (76 MHz); and the second-
order correlation, denoted by g(2) (see 
supplementary information). 

This quantity gives the amount of 
suppression of multiphoton states from
our device relative to attenuated laser light
— a laser with perfect intensity stability is
characterized by g(2)41, whereas our turn-
stile device has g(2)40.14. The probability

that our device will emit a multiphoton
state is therefore an order of magnitude
smaller than a laser that emits photons 
at the same rate, meaning that security is
improved in the presence of channel
losses8.

In our implementation of BB84, the
sender of the message, Alice, encodes
information by preparing the polarization
of each photon in either the horizontal or
right circular polarization for binary 0,
and vertical or left circular for binary 1.
This is done by an electro-optic modula-
tor. The modulator is driven by a data 
generator that produces the secret key, 
giving a random four-level signal that 
corresponds to the four different polariz-
ation states in the BB84 protocol. The 
state of the data generator is recorded 
by a time-interval analyser and is stored 
by a computer.

After the polarization is prepared, the
photon is sent into the quantum channel, 
a 1-metre free-space propagation, and is
detected by the receiving party, Bob. Bob
measures the photons by using passive
polarization optics and avalanche photo-
diodes with dark counts of about 80 s11

(see supplementary information). The
detection probability, due to losses in the
optics and photodiodes, is 0.24. Detection
events are recorded by a second time-
interval analyser and are stored by a 
second computer for subsequent com-
parison with Alice.

The error rate of the system is measured
as 2.5%. These errors are corrected by using
an error-correction algorithm9. After error
correction, privacy amplification is carried
out to create the final key, yielding a 
communication rate of 25 kbits s11.

To demonstrate the advantage of our
source over standard laser light, we use
both the turnstile device and an attenuated
laser to carry out quantum cryptography. 
A variable attenuator is inserted into the
quantum channel to simulate channel loss-
es. Figure 1 shows the theoretical and
experimentally measured communication
rates for our turnstile device and for laser
light, as a function of channel loss. When
losses are low, the communication rate of
the attenuated laser is greater because our
turnstile device is limited by its efficiency
and by losses in the collection optics. 
At greater channel losses, however, the 
laser emits too many multiphoton states,
causing a more rapid reduction in commu-
nication rate. At around 16 decibels, the
turnstile begins to outperform the laser.
Above 23 dB of loss, secure communication
is no longer possible with the laser — 
however, our source is able to withstand
channel losses of about 28 dB. This 
demonstrates the security advantage of 
our photon turnstile in the presence of 
channel losses.

In the final phase of communication,
the secret key is used as a one-time pad to
exchange the message (here a picture of
Stanford University’s Memorial Church;
Fig. 2). The cryptography system is used to
exchange a 20-kilobyte key. Alice uses her
copy of the key to do a bitwise exclusive 
OR logic operation with each bit of the
message. The resulting encrypted message
looks like white noise to anyone without a
copy of the key, but Bob decodes it by 
carrying out a second bitwise exclusive OR
operation using his copy of the key. 

A similar experiment using diamond
colour centres has recently been reported10.
Edo Waks*, Kyo Inoue†, Charles Santori*,
David Fattal*, Jelena Vuckovic*, 
Glenn S. Solomon‡, 
Yoshihisa Yamamoto*†
*Quantum Entanglement Project, ICORP, JST,
MURI, UCLA, E. L. Ginzton Labs, and ‡Solid State
Photonics Laboratory, Stanford University,
Stanford, California 94305, USA
e-mail: edo@stanford.edu
†NTT Basic Research Laboratories, Atsugi,
Kanagawa 243-0198, Japan

1. Buttler, W. T. et al. Phys. Rev. Lett. 24, 5652–5655 (2000).

2. Marand, C. & Townsend, P. D. Optics Lett. 20,

1695–1697 (1995).

3. Brassard, G., Lütkenhaus, N., Mor, T. & Sanders, B. C. Phys.

Rev. Lett. 85, 1330–1333 (2000).

4. Lütkenhaus, N. Phys. Rev. A 61, 052304 (2000).

5. Bennett, C. H. & Brassard, G. Proc. IEEE Int. Conf. Comp. Syst.

Sig. Process., Bangalore, India 175–179 (IEEE, New York, 1984).

6. Santori, C., Pelton, M., Solomon, G., Dale, Y. & Yamamoto, Y.

Phys. Rev. Lett. 86, 1502–1505 (2001).

7. Santori, C., Fattal, D., Vuckovic, J., Solomon, G. S. &

Yamamoto, Y. Nature 419, 594–597 (2002).

8. Waks, E., Santori, C. & Yamamoto, Y. Phys. Rev. A 66,

042315 (2002).

9. Brassard, G. & Salvail, L. Advances in Cryptology: Eurocrypt ‘93,

Lecture Notes in Computer Science Vol. 765 (ed. Hellseth, T.)

410–423 (Springer, Berlin, 1994).

10.Beveratos, A. et al. Phys. Rev. Lett. 89, 187904 (2002).

Supplementary information accompanies this communication on

Nature’s website.

Competing financial interests: declared none.

brief communications

762 NATURE | VOL 420 | 19/26 DECEMBER 2002 | www.nature.com/nature

Figure 1 Comparison of the turnstile device with a standard laser.

Measured (crosses, turnstile device; stars, laser) and simulated

(full line, turnstile device; dashed line, laser) bit rates are shown as

a function of total loss from the channel and detection system.

Circles: blue, the attenuation at which our system was experimen-

tally shown to reject the entire key using an attenuated laser 

(23 decibels); red, point at which our system rejected the entire

key for the turnstile device (28 decibels). This shows a 5-decibel

improvement in the loss cut-off. 
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Figure 2 Demonstration of the final stage of the cryptographic

protocol. The message, a 1402141,256-pixel colour bitmap of

Stanford University’s Memorial Church, is encoded by a secure

quantum key exchanged through our system from Alice to Bob,

using standard one-time pad techniques. The encoded image

appears as white noise to a third party that does not possess a

copy of the key. Using the exchanged key, however, Bob decodes

the message, recovering the pixel image with no error. Further

details are available from the authors.

Original message

Decoded message

Encoded message
Alice’s key Bob’s key
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2.4. þþþfff���èèè���¬¬¬国际发展动态：量子密钥分配（1）

量子信号检测仪

量子随机数发生器量子密钥分配系统

真随机数发生器PCI版本
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3 þfÛ/D�

3.1. þþþfffÛÛÛ///DDD���£££1¤¤¤
Quantum Teleportation

111 ||| 〉+〉=〉Φ VH βα
Initial state

The shared entangled pair

( )323223 ||||
2

1| 〉〉+〉〉=〉Φ+ VVHH

( )
( )
( )
( ),|||

|||
|||
|||

|||

3312

3312

3312

3312

231123

〉−〉⊗〉Ψ
+〉+〉⊗〉Ψ
+〉−〉⊗〉Φ
+〉+〉⊗〉Φ=

〉Φ⊗〉Φ=〉Ψ

−

+

−

+

+

HV
HV
VH
VH

βα
βα
βα
βα

( )

( )212112

212112

||||
2

1|

||||
2

1|

〉〉±〉〉=〉Ψ

〉〉±〉〉=〉Φ

±

±

HVVH

VVHH

where

[C.H. Bennett et al., Phys. Rev. Lett. 73, 3801 (1993)]
ã11.þfÛ/D�

F C. H. Bennett et al,Phys. Rev. Lett, 73, 3801(1993).
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3.2. þþþfffÛÛÛ///DDD���£££2¤¤¤
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3.5. þþþfffÛÛÛ///DDD���£££5¤¤¤
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4 þfÅ���
Entanglement Swapping:

Teleportation of Entanglement

[M. Zukowski et al., Phys. Rev. Lett. 71, 4287 (1993)]

34123412

34123412

23141234

||||
||||

|||

〉Ψ⊗〉Ψ+〉Ψ⊗〉Ψ
+〉Φ⊗〉Φ+〉Φ⊗〉Φ=

〉Φ⊗〉Φ=〉Ψ

−−++

−−++

++

ã12.þfÅ���

F J. W. Pan et al, Phys. Rev. Lett, 80, 3891 (1998).
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5 þf¥U

Multi-Stage Entanglement Swapping

Needed for 
realization of quantum repeaters
speeding up distribution of entanglement

ã13.þf¥U

F J. W. Pan et al, Phys. Rev. Lett, 80, 3891 (1998).
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6 þf�8?èQuantum dense coding
2bit 2bit

1 photon

1 photon 1 photon

The single qubit sent from Bob to Alice may carry 2 bits of classical 
information with the help of entanglement

C H Bennett and S J Wiesner，Phys. Rev. Lett. 69 2881（1992）

ã14.þf�8?è

F C. H. Bennett et al, Phys. Rev. Lett. 69, 2881 (1992)
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8 þfO�

A new model for quantum 
computer

A Chip with 16 qubits for quantum computing

A quantum computer by D-wave company in 
Canada in 2007
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9 þfÔn­.�ã

Department of Electronic Engineering
SJTU

Map of the Quantum World
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10 þ°�Ï�Æþf&EïÄ¤J

10.1. þþþfff������©©©���������yyyXXXÚÚÚ第六章离散变量量子身份认证系统

Terminal

Data Center
User

Mesh wire

Serial wire

Light Path

Mesh wire

Hub

Main Controller

ARM

Step Motor 
Controller / 

Driver 2

Optoelectronic 

Detector

QSG SM1 SM2 Coupler

Step Motor 

Controller / 

Driver 1

Optical 

Fibre

Control Part

图 6.4 量子身份认证实验系统组成

Fig.6.4 Schematic of quantum identity authentication experimental system

6.5 基于偏振调制的量子身份认证系统及其实验实现

在6.4.2实验方案的基础上，我们结合现有的仪器设备，在自由空间中对该方案

进行了深入的实验研究，并成功地完成了该方案的实验演示4。

6.5.1 基于偏振调制的量子身份认证实验系统总体结构

量子身份认证实验系统包括光路系统、电路系统、控制系统、数据检测和处理

系统四个主要部分，如图6.4所示。光路系统包括量子信号发生器(QSG)、量子信号

调制器（即量子信号编码器SM1和SM2）、量子信号检测器。电路系统包括驱动电

路和探测电路，其中，驱动电路在用户口令控制下实现对量子信号的调制。在控制

系统中，主控制器接收探测电路发送来的信号，经过主控制器处理后再发出控制信

号，驱动量子信号调制器，该操作通过ARM和相应软件实现。数据检测和处理系统

由光电检测器和数据中心组成，其中，光电检测器用于探测量子信号，数据中心用

于存储用户的数据资料。

4步进电机驱动电路为钱刚设计，光电探测电路为曾文杰设计，控制软件为罗青山设计。

– 81 –

http://ccs.sjtu.edu.cn/index.php?mod=3&id=5


þf&EnØÄ:

þf�è

þfÛ/D�

þfÅ���

þf¥U

þf�8?è

þf�§��

þfO�

þfÔn­.�ã

þ°�Ï�Æþf&E . . .

ª�\�

�¯Ì�

I K �

JJ II

J I

1 34�� 40�

� £

�¶w«

' 4

ò Ñ

10.2. ÄÄÄuuuþþþfff���°°°@@@yyy///þþþfff£££000上海交通大学博士学位论文

图 6.5 量子身份认证实验系统实物图

Fig.6.5 Photo of quantum identity authentication system

6.5.1.1 信号源

理想量子信号的产生是量子密码的实现基础。目前采用的方法主要有单光子技

术[104]、微弱激光脉冲技术、压缩光技术、调制相干光技术等，国内外应用最广泛的

是微弱激光脉冲技术。采用半导体激光器和可调衰减器可以比较容易地实现微弱激

光脉冲输出，使每个激光脉冲的平均光子数满足一定条件后，可以把微弱激光脉冲

近似为单光子Fock态，作为量子信号。

激光脉冲包含的光子数服从泊松统计分布：P (n, µ) = µn

n!
e−µ，因此每个非空脉

冲中包含1个光子以上的概率为：

P (n > 1|n > 0, µ) =
1− P (0, µ)− P (1, µ)

1− P (0, µ)
=

1− e−µ(1 + µ)

1− e−µ
≈ µ

2
(6.1)

如果每个脉冲的平均光子数µ = 0.1，那么有90%的激光脉冲中没有光子，0.5%的激

光脉冲中超过一个光子，9.5%的激光脉冲中包含一个光子。我们可以根据系统损耗

设计一个最佳平均值µ。

在量子身份认证实验系统的研究中，我们采用从德国Toptica公司购买的DL-
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10.3. þþþfffêêêâââ\\\���XXXÚÚÚ£££1¤¤¤

第七章连续变量量子身份认证系统

图 7.3 基于相干态偏振调制的量子安全通信系统

Fig.7.3 Quantum secure communication using polarization modulation coherent states.

图 7.4 量子安全通信系统实物图

Fig.7.4 The photo of quantum secure communication.

7.6.1.2 量子信号调制

目前主要有两种量子信号调制方式：相位调制和偏振调制。在基于光纤实现的

量子安全通信实验中，光波相位受环境的影响较小，因此相位调制获得了广泛的应

用。由于光纤信道对偏振态的影响较大，使偏振调制的应用受到了一定的限制，主

要应用在自由空间量子安全通信中。然而，相对相位调制，偏振调制具有直观、容

– 105 –
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10.4. þþþfffêêêâââ\\\���XXXÚÚÚ£££2¤¤¤量子数据加密系统（2）

Att

DFB 

Pol 1DPC SM Fiber

1D/A
2D/APulGen

1PIN

2PIN  

PBS

Decision Circuit

Syn Signal

Alice Bob
 

TCP/IP LAN

2DPC

速率：7kbit/s
误码率：1/10000 
光子数：50000

发送者的图片

攻击者的图片

实验系统
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10.5. þþþfffêêêâââ\\\���XXXÚÚÚ£££2¤¤¤量子数据加密系统（3）

(a) Alice发出的声音信号 (b) Bob接收到信号
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10.6. þþþfffSSS���iii���XXXÚÚÚ
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11 ª�\�

•ßþ�ïÄ,�

•þfÔnÄ:

•1Ï&Ä:½ö>^|Ä:

•>´�OÄ:

•§S�OUå
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谢谢 
地址：上海市东川路 800 号交通大学电子工程系电信楼群 5

号楼 205 房间（200240） 

Email:  gqhe@sjtu.edu.cn or laser_gqhe@hotmail.com 

电话： 021－34204362（办公室） 
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