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1.2. FMNAERE

The Heisenberg Uncertainty Principle

e It is impossible to make simultaneous precise measurements of a pair

of canonically conjugate observables of an object.

e Position and momentum
* Energy and time
e Amplitude and phase

The Heisenberg Microscope

gq observer
incident reflected
photon \ photon
atom .

recoil disturbed the position
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One bit of information per photon paza |
(encoded in polarization) =

|®)=a|H)+4|V) RN
|0!|2 +|IB|2:1 Fom#w |

An unknown quantum state can not be copied precisely! N
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2.1.
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EFHEH
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Seeking absolute securlty
EFYEFIGE
Quantum cryptography is theoretically unbreakable, yet LEXBAFEFES. ..
a handful of physicists are finding ways to hack into its AL
secrets. Geoff Brumfiel finds out how.
EE R |
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Secret key cryptography
(Vernam cipher, 1927)

0101110010100011
0101110010100011

-
- Sent: sum mod 2
1000100011110101 Contains NO info! 1000100011110101

Unbreakable... unless the eavesdropper knows the key!!!

t 1101010001010110

= How to distribute the key among the partners?
Q-crypto is a protocol for secure key distribution!

i.e., purpose: establish two identical lists of secret bits.
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2.2. 2FEMHY
2.2.1. BB84iiN

Encoding table

M

Alice's _ ¢ i ¥
auarturm encoding device

?
Measurement basis GIB Ea @@ G@l EB Q@Ggﬁ@ W e E 5T

Bob's s quantum - decoding device

tr & R

» ,;_-l--ri"' %d‘

L4

i
I
by " 4
P Resultof ok N5 NiG GK dK NG GK GK FromH#toRn

- basis check :

' 7]

Correct measurement results ¢ K*i f ; = H
Shared bit string 1 10 4
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Physics: Polarization of Light

Classical light field Quantum light field
Light = Electric field propagating as

Byt —————— * light is « made » of photons

e polarization is a property of
each photon

* the state of polarization of
the photon determines the
direction of oscillation of the
macroscopic field.

N @ H-V basis

direction of oscillation % x +45/—45 basis
of the electric field
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Physics: Measuring Polarization

BFEEIECERM
EFE

= - EFIEEAES
Polarizers = Filters Classical I
EF Ak

EFTEFT

| 1/2 SFmiEEE
EFiE
ST F
/2 EHTEASETFIEE.

IS8 R

Quantum: 1 photon

L//V] Transmitted

Ry Reflected | H p=1/ zi Ci}
p=1/2 x

* Half intensity P
* New polarization state « click »

The polarization of a single photon cannot be learnt with certainty!
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o BB84I Y T{EIRIE S Eeme
- “ BFREBES
—1_Cryptography & BB84 |
e for secure EE—
@ —= communication sender P —
cipher and receiver need to Frame
exchange a key BT R
e = LEZBAFEFES. .
BN
This secret key can be established with Quantum Cryptography:
- Alice sends a single photon of randomly chosen polarisation H, V, +45° or -45° i e E 5T |
- Bob detects randomly in HAY basis or +45°/-45" basis
- they compare the basis publicly L N

- if coincide, key bit is exchanged: H, +45° —# 1 V,-45° —m 0

Alice Ev&_ < >

@ @; Bob - eavesdropping causes errors

@ i 6} - can easily be detected ,
5@@—:-— & mE

@ i A == secure communication
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2.2.2. EPREMY

Alice

Entanglement Based
Quantum Cryptography

Detect
etectors Optic

Electro
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Bob
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extraordinary
(vertical)

BBO-crystal

ordinary
horizontal

|H>A/V>B Hp |V‘>JA-H>B

N 1
D U p— | H) +|V), |V
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2.3. SCLGSCIY
2.3.1. HHZME (D
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2.3.2. BH==ME (2) EFER

BFREBES

| Location | Bob Setup BFUERIH

Advantages of heigth: - low absorbtion Disadvantages: - extreme working conditions = o
2T 4k

—i_Alice Setup

- less turbulences - dependency on weather bistringent
- less ambient light - distance to workshop
o B
Transmitter bR BFEERHT
lserdodes  ~=ms ] "Bob’ ) [ pp——
westiche 5 e [l b EFiREelE
spatial filter Karwendel- [a— Ty Pas

EFitH

spitze
telescope 2243m) “Alce”
=
- Zugspize ETYEM R ARE

-4 laser diodes are sanding faint pulses in H, W, +45° and -457 polarisation £ " (2850m) randomness of basis due o mndomness . . -
- intrinsic polanisation of the laser diodes requires no further optics Wik of detection behind a 50/50 beam splitter LETBAFZFEFES. ..
- spatial mode of light is indistinguishable from 4 diodes Receiver o N - 4 SIAPD are detecting the polarisations
- emissi ra of laser diodes overtap = indistingui - temperature controled with peltiers (-30°C)

IS8 R

Wﬁiﬁ|
R R |
| »
RN

FrurmHEawRiT

U EAABBEA RS EAE L

bob module
connected to
the receiver
telescope
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23.4. XAFEE (2 . XEEIBEXE

Original message
- e EFERELER
=3 EF &

Decoded message i

=

BFUBEH
g BT
: BFTEH
e
BFitE
BT R
EERBASEFES. .
IS8 R

Wﬁiﬁ|
ol |
| »]
EERS

From#£Law T

£2RET

_2F2r |
Alice’s key Bob’s key ; -
Encoded message R
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2.3.5. DARPA:QKD M %%

> QKD Switch
QKD Endpoint

Dark Metro

Fiber

Lab Fiber

Conventional
Ethernet

Eavesdropping Harvard

Private
Enclave

QKD Switch QKD Endpoint

BU

Private |
Enclave

(oo}
QKD Endpoint

IKE and IPsec

Authenticaon
Privacy Amplication

VPN OPC Interface

Traffic
in the Clear

o DN S D e
MERBEDIRET S M

EFEEELER
BFEH
EFREES
ETFHEZLH:
B4
ETFEER
EFIREE
2FitE
=M R IRE
LEXBAFEFES. ..
V80 88

W e E 5T |
| »
RN
FoomHawm

&g

£2RET |


http://ccs.sjtu.edu.cn/index.php?mod=3&id=5

2.4, EFEHEIE~M
T EEML Tk L

3 EMNBE ¢ E

EoamH#tawm

&g

£2RET

x

i
E&



http://ccs.sjtu.edu.cn/index.php?mod=3&id=5

3 %%I—i ﬂ:/'f:gll_,\
31 E%Bl%ﬁ/f%lu\ (l)

sTote N
/\/ |D),®| DY),
ALCE A
Mﬁ%“‘“ | D7), ® (05| H), +B|V),)+
M —_

)
| @), ®(ar| H)y = BIV)s)+
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( )

|V, ®la|V);— B H),),

EPR-source
Initial state where

|0y, =a|HY, + BIV), D)., =%(| H, THY,2 V), [V),)

The shared entangled pair

1 |\Pi>12_
Oy, =—I(H H V). |V
D", ﬁ(| Y [ HY3+ V), (V)

1
_ﬁ(l

HY, V), £V, [ HY,)

El1l. EFRMAES

% C. H. Bennett et al,Phys. Rev. Lett, 73, 3801(1993).
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3.2. EFRELE (2
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3.3. EFRELE (3)
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3.4. E%l‘%ﬁ/f’%lu\ (4)

AMERICA!

AFRIL ZiME) 54.95 WKL CIRIT OO

QUANTUM

The Future f'l’mg
Or of Computing? .

for a smarter
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CERN cooksup a
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3.5. FRELE (5
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% J. W. Pan et al, Phys. Rev. Lett, 80, 3891 (1998).
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= F4K

Bell State Bell State
Measurement Measurement

EPR-Source EPR-Source EPR-Source
I I "

eeded for
realization of quantum repeaters
speeding up distribution of entanglement

&]13. & FH 4%

% J. W. Pan et al, Phys. Rev. Lett, 80, 3891 (1998).

BFEEELERM
BFEH
EFREES
BFUERIH
B4
ETFEER
EFIREE
2FitE
=M R IRE
LEXBAFZEFES. ..
V80 88

7 [E £ 7T |


http://ccs.sjtu.edu.cn/index.php?mod=3&id=5

EFIERELEM
BFER
BFREBES
BT HESH
BT R4

BT HEH

Bellamte . i EFEiEE

measu 2 mart EFitH
k. 1 photon EF AR

LBRIBAFEFER. ..
IS8 R

tr & R |

=nU e of
aht@hgled phot ns BB

E14. = T ERAL

% C. H. Bennett et al, Phys. Rev. Lett. 69, 2881 (1992)
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8 =EFitHE
A new model for guantum
computer

A guantum computer by D-wave company
Canada in 2007
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A Chip with 16 qubits for quantum computing
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Light Path
QSG SM1 Coupler
\ W e E 5T
Optical _
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Step Motor @ Step Motor
Controller / Controller /
Driver 1 Driver 2
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User ARM
Mesh wire

Control Part
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10.5. EFHENEZERSE (2)

i

.

(a) Alice K i 5 &5 5

(b) Bob# i 2145 5
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